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Are your Incident Management needs being met?

Is your system’s UP-TIME adequate?

Does your system limit in how many USERS it will allow?

Can you reach SUPPORT when you need them?

Does your system allow you to make DECISIONS instead of excuses?

ce nterTM

Knowledge Center™ is Proven.

Knowledge Center™ promotes a virtual collaborative environment
You get critical information—anytime, anywhere.



Your team deserves a Best-of-Class solution,
battle-tested for managing incidents and events.

Common Operating Picture (COP)

“I think this type of information sharing
is an example of how it should be.”

— Lieutenant Zupanc, Ohio Fusion Center

99.95% Up-time

! ,

Situational Awareness

“The Knowledge Center’s ‘common operating picture’
is something that every response organization

Fusion Center should strive for.” — Commander Timme, US Coast Guard Interoperability

Call us:412.635.3322

www.knowledge-center.com
Incident Management Software Solutions

Incident Management Software Solutions
Fully-functional, out-of-the-box, no training required.

Incident Management System Hospital Incident Management System Fusion System

Incident Command System (ICS) Hospital Incident Command System (HICS) Optimized intelligence sharing
Critical Infrastructure/Key Resources (Cl/KR) Hazard Vulnerability Assessment (HVA) Secure, tiered access control
Situation Reporting (SITREP) Patient/Triage tracking Dynamic, configurable reporting

Geographic Information Systems (GIS) Hospital Available Beds (HAVBED) Interoperable with CADs
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In acrisis, information is critical.

AT&T cloud solutions for government are designed to
supply continuity, regardless of circumstance.
In here, important information is protected and quickly

accessible. So that first responders h information
they need, when they need it most.

in times of crisis—
secure
low access to
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21" CENTURY EMERGENCY
WARNING SYSTEM.

Get a NEW DIGITAL WARNING SYSTEM
for a fraction of the cost with an ATl Systems retrofit.

* Configures to target affected
areas without sounding the
entire county.

* Monitor and control each old
siren from control location(s)

« Add a multi-layered system
including:

lmg+\\)\+@+§+

Email, Telephone/Fax, SMS/Text, Pager, Web/
RSS Portal, and Computer popup

Call ATl Systems today at 800-653-1494 x104 for a free
consultation and cost estimate or visit our web site
at http://atisystem.com




*+ Reader Feedback

close by. Additionally the U.S. Coast Guard
and the EPA have credentialed personnel.
Identify and build relationships with your
partners as they also have Type 1 and Type
2 Incident Management Teams that may
be working close to you at some point and
would be happy to have you participate.
The next time there is a Katrina-type event,
we will all be in this together, and most
likely looking for all the help we can find”
— David in response to The New IMT
article in the March/April issue

factor: the human reactive factor. Background,
culture, age, gender, they all have an effect,
but training on all levels to the general public
is paramount to any response. Thank you for
your excellent article.

— Maryann Sena

“As an All-Hazard Type Ill COML
[communications unit leader]
instructor, T am excited about the concept
of local area teams. Course development
for many positions is taking a long time to
develop, and I am afraid grant funding will
run dry before they are ready. The other
issue is, it is fairly simple to get 30 or more
people together for a pre-planned training
day, but the question is always, ‘Who can
show on game day?”

— Don in response to The New IMT article
in the March/April issue

“A certificate can’t replace experience.
Too many people are coming out with
certificates from FEMA or wherever and
don’t have the knowledge or common sense
to do the job. Certificates are a placebo

— they make the county commissioners
happy, but otherwise it’s a worthless piece
of paper that costs a lot of money”

— Chuck in response to The CEM Debate
article in the March/April issue

In response to the interview with
Kathleen Tierney in your March/April 2012
issue, I find her response to be exactly on
point. As a current student finishing a MSHS
[Master of Science in Homeland Security]
program, a majority of research and informa-
tion presented in classwork has introduced,
to me, a broad and extensive cross subject
background on security. It has ranged from
basic history of terrorism and background
of the definition of the word itself (to name
but a few courses) to the SWOT [Strengths,
Weaknesses, Opportunities and Threats]
analysis. I have found the subject matter of
emergency management very interesting
and a lot different that I thought it would be,
before classes!

Prof. Tierney mentions, in your article,
[what] I believe to be the most important

“There are a number of individuals
around the country who work for state,
federal and local government who are
credentialed at the Type 1 and Type 2 level
as command and general staff members. If
you are having trouble getting tasks signed
off in your task book, you need to reach
out to your partners to identify who holds
these credentials in your area. I would
start with your state emergency manage-
ment agency, state forestry agency and any
federal parks, forests or wildlife refuges

“l am a CEM. This certification is one
of (if not the best) efforts I have seen

to bring credentialing and credibility to
the emergency management field. IAEM
should be congratulated for its efforts to
bring the field forward”

— A fan of Emergency Management’s
Facebook page in response to The CEM
Debate article in the March/April issue
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and natural haz-

ards — fires, floods,
earthquakes, terror
events — facing the
area, as well as best
practices in prepar-
ing for and mitigating
these crises.
www.emergencymgmt
.com/events

decision-makers will
provide progress
updates on biode-
fense and public
health initiatives for
advance medical
countermeasures
development.
www.infocastinc.com/
biodef

and natural haz-

ards — fires, floods,
earthquakes, terror
events — facing the
area, as well as best
practices in prepar-
ing for and mitigating
these crises.
www.emergencymgmt
.com/events

leaders and industry
specialists to inform
and exchange their
expertise around
technologies and
emerging solutions
that help prevent and
control crime.
www.emergencymgmt
.com/events
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focuses on the

sports safety and
security industry and
emphasizing the need
to bridge the gap
between event safety
and security.
www.ncs4.com/

conference

ALL-HAZARDS/ BIODEFENSE ALL-HAZARDS/ PUBLIC SAFETY NATIONAL SPORTS CHEMICAL SECTOR
ALL-STAKEHOLDER VACCINES & ALL-STAKEHOLDER TECHNOLOGY SAFETY AND SECU- SECURITY SUMMIT
SUMMIT THERAPEUTICS SUMMIT SUMMIT RITY CONFERENCE Baltimore

Chicago CONFERENCE Philadelphia Denver AND EXHIBITION The summit will pro-
The summit will Washington, D.C. The summit will An event for law New Orleans vide a forum for rep-
address man-made Senior government address man-made enforcement The conference resentatives from the

chemical community
to exchange informa-
tion and network
with other security
professionals.

www.dhs.gov




Know the Situation

In an emergency, you need to understand what's

happening now and what could happen next in order
to make the best decisions. Esri® Technology provides
you with comprehensive situational awareness and

actionable intelligence when you need it most.

Learn more at esri.com/emmag

@ esri
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GotWater? e

A BREACH IN A
LEVEE HERE COULD
ALLOW FRESH
WATER TO SUBSIDE
AND INVITE IN
OCEAN WATER,
AFFECTING THE
DRINKING WATER
FOR 23 MILLION
CALIFORNIANS.

QUESTIONS OR COMMENTS?
PLEASE GIVE US YOUR

INPUT BY CONTACTING OUR
EDITORIAL DEPARTMENT AT
EDITORIAL@GOVTECH.COM,

OR VISIT OUR WEBSITE AT
WWW.EMERGENCYMGMT.COM
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ater is an important element of
W emergency management. It’s the first
thing a family should think about when

planning for a disaster. FEMA’s website lists
guidelines for managing water supplies, which
include essentials for families, such as where to
find safe sources of water and how to treat water.

Water is the life blood of
existence but to a large degree,
it’s taken for granted, at least
here in the United States. Forty
percent of the world — more
than 2 billion people — don’t
have access to clean water,
according to the World Bank.

Around the country, the
aging drinking water and
wastewater sector is vulner-
able to terror attacks and
natural disasters. The aging
infrastructure also is wasteful:
The American Society of Civil
Engineers (ASCE) estimates that
leaky pipes spill 7 billion gallons
of water daily.

Water shortages, droughts and floods could
be used as weapons by terrorist groups in the
coming decades, according to a recent Washington
Post report, which says continued shortages could
affect national security interests.

Most of us give too little thought to water
conservation. I saw it regularly this spring when
three- and four-day stretches of heavy rain fell
short of bringing the Sacramento, Calif., region’s

AN AWARD-WINNING PUBLICATION

]
Maggi
m ward Best Public Safety/Trade

> A
Winner 2009 - 2012

By Jim McKay

rainfall to near average but neighbors continued
their lawn-watering during that time.

That’s a small sampling, but it highlights that
most of us don’t give much consideration to poten-
tial water shortages. In Northern California, we're
one big earthquake away from a water catastrophe.
A breach in a levee here could allow fresh water
to subside and invite in ocean water, affecting the
drinking water for 23 million Californians.

Most experts agree that climate change is
happening — the climate is warming. What that
means for us in the next several decades is more
drought, more extreme weather events, more
flooding. Warmer springs will hasten runoff,
causing floods and leaving less water available
for summer needs.

In a recent statement, the ASCE urged water
providers to enlist plans to prevent or minimize
disruption of service during emergencies. In
emergency management, collaboration is critical
and the same goes for water resilience.

The ASCE says it’s important for water
providers to coordinate with other utilities and
emergency managers to make sure mitigation
plans are in place prior to a disaster. Stakeholders
should be involved, and regional collaboration — as
well as state and federal involvement — is essential.

Despite the perception that the U.S. is a
water-rich nation and doesn’t need to worry
about draining the supply, we have to begin to
think more about limiting usage and halting
wasteful practices. Our water future is uncertain,
but waiting to find out just how uncertain could
be catastrophic. ©
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© In the News

New homes with weather-resistant construction are being built to withstand

winds of up to 190 mph and a magnitude 8.1 earthquake. One of the homes

resides in New Orleans and is about 1,050 square feet with two bedrooms and

two bathrooms. The Sunshower SSIP model home is the product of the contributions
of more than 60 vendors led by Oceansafe, a manufacturer of insulated panels,

and includes energy-efficient qualities and sustainable aspects, such as rainwater
collection and solar power.

The Sunshower model comes as a kit that fits into a single cargo container.
The mobile aspect of the homes make them deployable to different locations for

post-disaster recovery.

EMERGENCYMGMT.cOM 13
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ILC DOVER

INFLATABLE FIX

The U.S. Department of Homeland
Security Science and Technology
Directorate successfully tested a
new technology for containing
flooding or dangerous gases

in mass transit tunnels. The direc-
torate’s Resilient Tunnel Project
has developed an enormous
tunnel-shaped inflatable cylinder
that can be filled with water or air
in minutes to seal off a section of
tunnel before flooding gets out

of control. The plug inflates to
dimensions of roughly 32 feet
long and 16 feet wide, and holds
35,000 gallons. When notin use,
the plug packs down to a small
storage space, ready for remote,
immediate inflation from the
tunnel system’s command center.

“As information becomes more widely distributed from numerous sources,
emergency managers will need to practice omnidirectional knowledge sharing
and use the power and influence of social networks to remain relevant to the
public in the complex media environment.”

— David Kaufman, director, FEMA'’s Office of Policy and Program Analysis

ENHANCED ALERTS oo

Ping4, a Nashua, N.H.-based company,

is working with local police departments

to deploy its citizen alert system. Offered
as a free smartphone app, the platform
empowers jurisdictions to issue media
alerts to warn citizens of impending danger.

“We are pleased to be among the
first public safety agencies in the country
to offer this important and meaningful
smartphone application for the safety
and protection of our community,” said
Manchester, N.H., Police Chief Dave Mara
in a statement.

Most alert systems to date rely on
existing citizen data, or ask for registration
that requires disclosure of personal infor-
mation. But Ping4 allows users to remain

14 MAY/JUNE_2012

anonymous, a fact that allays fears of
those concerned about compromising their
privacy by revealing personal information,
including their 24/7 whereabouts, to a
government organization.

Law enforcement, however, has the
ability to issue an alert to all app users within
a designated geographic area, which can
be as small as a 10-by-10-foot elevator shaft
or as large as an entire continent.

Media alerts issued via the app
include video, photos, audio and text,
and can be created and issued in near real
time. In extreme emergencies, the app
can wake up a phone in sleeping mode with
an audio alert, to ensure that users get
crucial information.

PROMOTE
BUSINESS CONTINUITY

0 - .
50 AJ of small and mid-sized businesses
have a disaster preparedness plan.

0 .
2 8 A) have tested their recovery plans.

$ 12,500 is the per day median cost of

downtime to small and mid-sized businesses.

237 of the businesses surveyed back up
their data daily.
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information everywhere,
we can improve efficiency
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Kate Massey

and Garen
McMillian of
- Rebuild Joplin.

EMERGENCYMGMT.COM
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© RECOVERY

It was a typically hectic weekend for Kate
Massey with her son’s third birthday on
Sunday, May 22, and the impending family
party. Nothing seemed out of the ordinary
that day as the family left for the party site,
a bounce-house facility in Joplin, Mo.

t about 4:00 p.m., facility

personnel told the family of an

approaching storm, but said

they could stay if they wanted.

By 5:00 most of the partygoers
were gone, so Kate’s husband took a look at
the local weather before the ride home.

Radar suggested a rough ride home, so the
family decided to dine at a nearby restau-
rant and wait out the storm. But 20 minutes
into dinner, it was apparent that this was no
routine storm. With a 3-year-old and a new
baby, Kate Massey felt terror like never before
as restaurant staff ushered the family away
from windows. “For the first time in my life,

1 was afraid I was about to lose something
amazing,” she said.

Massey remembers the screams of the
news anchor from the television. The restau-
rant went black, and everyone huddled in the
kitchen until the storm passed. On the way
home, the Masseys passed the sites of disaster:
a dead person in a tree and residents standing
in the street gazing in shock at the devasta-
tion. “It looked like a bomb had exploded,”
Massey said of the 20th Street route the family
took home that evening. “I felt sick.”

Days passed with no local communications.
Residents watched the national news as the
death toll climbed (eventually to 161) and saw
an outpouring of compassion, which included
offers of goods and services. Unfortunately
some of the contributions were going to waste.

“We started hearing stories about
resources being turned away,” said Jerrod

18 MAY/JUNE_2012

Hogan, who cited a bus full of volunteers
being told to go back home because there
were no means of coordinating the efforts.

Rather than “getting out of the way,” as
he’'d been doing, Hogan decided he needed
to help. He'd recently helped create Bright
Futures, a program that matches community
resources with underprivileged children,
and some of the Bright Futures volunteers
were calling him asking how they could help.
Through connections from the program,
Hogan met Garen McMillian who had taken
to the streets delivering bottled water to
those who needed it.

“Like a lot of other people, I thought there
would be people coming in with a plan for
Joplin,” McMillian said. “There was no plan.”

McMillian, who has an IT background,
met with Hogan the Friday night after the
Sunday storm and the two worked around the
clock until they had launched RebuildJoplin
.org on Sunday evening,.

“We started simple,” Hogan said. “On
the website, we had two blue buttons: ‘I was
affected, click here’ and ‘I want to help,
click here.”

In those first days, the nonprofit Rebuild
Joplin had three missions: connect needs and
resources, make sure money going into Joplin
stayed with organizations there, and document
lessons learned.

Mostly the organization tried to match
resources with those in need. “We didn’t take
goods or services directly,” Hogan said. “We
acted as a conduit to pass people through.”

The day after the website launched, the
United Way from Columbia, Mo., pledged to
help support the effort financially.

Hogan, a land surveyor by trade, was
lending his time to the cause. McMillian
had just completed nearly two years of
training to be a financial adviser and was a
week into his full-time job at Wells Fargo,
when his boss had a suggestion. He could
continue his training for which he’d get a
stipend, but he would spend his time with
Rebuild Joplin. Wells Fargo brass complied
with the request, essentially loaning McMil-
lian to the effort for three months.

“It was like the perfect solution to every-
thing,” said McMillian, who had been worried
about how he’d garner clients in the new posi-
tion. “It was a way for me to plug in and make
a difference with the talents I'm best at” So he
became acting director.

They soon hired Massey, who left a job
in financial services to join the group as the
development director. Massey said she felt a
responsibility to do something.

t first, the website received
10,000 hits per day and surveys
indicated that resources were
getting to where they were
needed. In time, the hits dwin-
dled to around 100 per day. “People were no
longer looking for temporary shelter or food
or clothing,” Hogan said. “They had switched
from short-term recovery to long term.”

GABE HOPKINS
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© RECOVERY

_ Rébild Joplin #
“ghas undert
taken the task |

of rebuilding
homes.

To stay relevant, the team realized that
Rebuild Joplin had to evolve to fit the commu-
nity’s needs. That meant helping families with
housing needs. The team joined a long-term
recovery committee per FEMA recommenda-
tions, but was frustrated by the lack of examples
of long-term recovery plans.

“I can't tell you how many times in so
many different contexts over the last 10
months I've heard somebody say, ‘Well, there’s
not a manual for this,” Hogan said. “I can pick
out a handful of things that could be standard-
ized — even implemented the day of, the day
after the disaster — that would have changed
where we are as a community right now.”

He said that nearly 11 months after the
tornado, families were still without homes,
but there’s no accurate count of them. “I don’t
understand that,” Hogan said. “We have this
case management system, but because of the
way it was handled, we don’t know if there are
200 families or 2,000.”

It wasn’t until January that Rebuild Joplin
became the construction arm of the operation,
tackling the need for housing, and the Long
Term Recovery Committee, with Hogan as
co-chair, began to handle other unmet needs.

20 MAY/ JUNE_2012

Rebuild Joplin began constructing and
rebuilding homes. At the end of March, it had
completed four homes and was in the process
of completing 14 others. The goal is 100 by the
end of the year.

“Our goal is to do construction management
for anyone whose critical need is housing,”
said Massey, who became executive director
after McMillian left. Two programs offer
housing on a case-by-case basis to residents
who were homeowners and financially unable
to rebuild, and to residents who were renters
prior to the tornado and want to buy homes.

Recipients must have sustainable income
and can’t own more than one property.

There are provisions, like requiring a second
mortgage, to assure that those receiving

a home stay in it for a certain period of

time and don’t sell it to make a profit.

Rebuild Joplin helps recipients with
financial responsibility classes; home main-
tenance classes; and with their credit score
and securing a mortgage from a bank.

The not-for-profit then helps build the
house with donated labor and donated or
discounted materials. An AmeriCorps grant
subsidizes the four full-time Rebuild Joplin

staff, and AmeriCorps teams arrive every
eight weeks to help with construction.

“It’s a great opportunity for people who
desire to be homeowners but never had a
chance before,” Massey said. “They’re inte-
grated into a neighborhood where they may
not have lived before, and we have really great
mixed income neighborhoods in development
in the tornado zone now.”

Steve Castaner, FEMA branch director
and long-term community recovery
specialist, said FEMA encourages new
organizations like Rebuild Joplin to join
the Long-Term Recovery Committee table.
“Rebuild Joplin was another tool in the
toolbox that complemented Catholic Chari-
ties in their rebuilding and case management
services, Lutheran Social Services and many
other nongovernmental organizations that
were active.”

Mark Rohr, Joplin’s city manager, said there
are many different recovery efforts in progress,
but categorized Rebuild Joplin as “doing great
work. They're dedicated young professionals
in our community who have made sacrifices
to help the city” And it essentially began at a
restaurant called Instant Karma.
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n mid-August, Massey and McMillian
met to discuss some issues over lunch.
They ran into a city official and her guest,
who were also meeting for lunch. The
guest turned out to be Zack Rosenburg,

co-founder of the St. Bernard Project in New
Orleans, a nonprofit organization that has
rebuilt more than 425 homes since 2006.

The four began talking and the

conversation continued later that evening
between McMillian and Rosenburg.
McMillian was convinced that Rosen-
burg’s and the St. Bernard Project’s

work in New Orleans after Hurricane
Katrina could be a model for Joplin.

“We went to Joplin because we saw

the human toll from delay,” Rosen-

burg said. “We saw communities ripped
apart, and the bond between citizens and
government becomes frayed after disas-
ters when recoveries are indefinite.”

McMillian and Hogan visited the St.

Bernard Project to “make sure Zack wasn’t
100 percent full of it,” as McMillian put it.

“It was fate,” Hogan said. Rosenburg and his
project passed the test, and Rebuild Joplin
became an affiliate of the St. Bernard Project.

Initially the St. Bernard Project was a
silo and had its own Long Term Recovery
Committee. Over six years that changed
and partners, including Toyota, UPS,

Dow and Zurich were brought in.

“We’re taking St. Bernard’s model, which
is tweaked and improved by Toyota, UPS,
etc., and sharing with all the members
of the Long Term Recovery Committee,”
Hogan said. “We don’t have to create our
own corporate partnerships; we get to
start where [St. Bernard] evolved over
six years. People are going home in the
next couple of weeks that wouldn’t be if it
wasn’t for the gift New Orleans has given
us in terms of its model and efficiency”

Toyota representatives visit twice a
week to teach Rebuild Joplin about the
company’s production system in a way that
can translate into building homes. “They’ve
had huge success in taking the business
model and fusing it with the compassion a
lot of nonprofits are fueled by,” Hogan said.

Rosenburg said the Rebuild Joplin
founders had seen disaster recovery
pitfalls firsthand and were ready for solu-
tions. “They understood the need for true

PHOTOS BY GABE HOPKINS
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Hospitals and

Schools Firstin
Recovery Efforts

AFTER A DISASTER, hospitals and schools
are first priorities for rebuilding, and
businesses and communities are next.
Hospitals top the list for obvious reasons,
and schools maintain a sense of normalcy
after a disaster, which is important.

Nearly a year after the devastating
tornado hit Joplin, Mo., hospitals and schools
are on the mend. Within a week after the
tornado destroyed St. John’s Medical Center,

a 60-bed tent hospital was opened to serve
the community. Within a few months, a small
trailer-like hospital was assembled that, within
eight months of the tornado, transitioned to a
permanent 100-bed structure that was builtin
a California factory. Trucks and trains hauled
224 pieces, some 60 feet by 14 feet, piece by
piece across the country to the site. The struc-
ture looks like a conventionally built hospital.

The new hospital is said to be 30 percent
stronger than the one destroyed and offers
technological improvements, such as newer,
more powerful imaging technology.

The quick response is credited with
relationships built beforehand. “That was
the big thing. The response went so well in
all aspects because of those relationships,”
said Chris Harmon, chief emergency services
officer for the American Red Cross Greater
0Ozarks Chapter in Springfield, Mo. “We had
things not so much spelled out, like we do
now, but we knew each other by name. We
knew what to expect from each other.”

The tornado destroyed three Joplin schools,
and the total damages exceeded $150 million.
Finding buildings to house students during
the fall semester was a challenge, but some
classes were held in a mall that was secured
by the local school district. High school
juniors and seniors are taking classes in a
big-box store while middle school students
are being taught in an industrial park.

Joplin schools expected a 30 percent loss in
students, but in actuality lost just 5 percent.

Joplin schools will receive nearly $86
million in insurance and more than $35
million from FEMA, but Election Day will
be critical for rebuilding as residents vote
on a bond issue that would add $65 to
local property tax on a $100,000 home.

EMERGENCYMGMT.COM
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“LIKE A LOT
OF OTHER
PEOPLE, |
THOUGHT
THERE
WOULD BE
PEOPLE
COMING IN
~ WITH A PLAN

- ORUOPLIN.

THERE WAS

= NO PLAN”

The inside of Instant Karma, where a chance meeting led to a partnership that is helping rebuild Joplin.

accountability, efficiency and coordination,
and saw the impact of standardized ways
of doing things.” he said. “We verified their
belief of redundancy and accountability.”

Accountability, including fraudulent
contractors, was a major issue in New Orleans
after Katrina — and one that Rebuild Joplin
dealt with early on.

One Rebuild Joplin client was a woman
with four kids whose house was severely
damaged by the tornado. She was still living in
the house with broken windows and a discon-
nected heater. The temperature was dropping
to around 30 degrees at night. She had $8,000
in insurance and had hired a contractor who
then vanished.

“We walked through the house and saw a
hole in the bathroom,” Hogan explained. She
said some volunteer groups had later redone
the roof and asked if they could dismantle the
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chimney. The woman agreed but part of the

chimney fell into the bathroom, creating the
hole — but it was the volunteers’ last day on

the job so they left.

“There’s a lot of goodwill and not enough
structure,” Hogan said. “A little bit of a process,
a little bit of coaching and somebody keeping
track of everything. You're not going to prevent
the hole in the floor, but you can prevent it
from staying there for three months.”

McMillian likened the beginning of the
recovery process to someone stepping on an
ant hill. “It’s like a lot of ants scurrying around.”
He said there was no discipline in the process.
“It ranges from simple things like having more
impactful meetings, to showing up on time to
actually setting goals with deadlines on proj-
ects. We're talking about basic stuff here”

McMillian said the biggest lesson was to
not wait for help. “We’d never been through

GABE HOPKINS

anything like this and had never heard the
mantra, ‘A disaster starts locally and ends
locally’ I've heard it a bazillion times now.”
The St. Bernard Project developed
standardization and accountability through
its aforementioned private partners.
Toyota brought its production system
model to the organization and taught the
importance of constant improvement.
Rosenburg said construction time was
reduced by 40 percent in New Orleans
after Toyota’s model was employed.
Toyota and UPS are helping create solu-
tions that can be documented and “manu-
alized,” Rosenburg said — Toyota with its
production expertise and UPS with logistics.

he learning curve for Rebuild

Joplin was steep, and the hope is

that their sweat will make it easier

for the next Joplin. “We did a kick-

ass job on response,” McMillian
said. “On the recovery side, it's been a tough
haul and a lot of it is because we didn’t realize
that we are fully autonomous. What’s impor-
tant for communities to realize down the road
is they can make their recovery look the way
they want it to look. That doesn’t mean you
have to start from scratch every time.”

Barb Sturner, FEMA external affairs
specialist with Region VII, said Joplin is a great
example of the whole community approach.
“It’s the best I've seen in a long time.”

Rohr, the city manager, said more
resources are on the way for Joplin. The city
has received about $45 million in Community
Development Block Grants and also hopes to
get Economic Development Administration
funds to help. “We’re working with a master
developer and have agreed to the early stages
of development,” Rohr said. “We’re on a more
specific agreement for them to be more deeply
involved with Joplin.”

There’s a long way to go, but the sights
and sounds are encouraging. Massey makes
a point once a week to drive home via 20th
Street, where she first witnessed the destruc-
tion. Now, instead of hearing chain saws
cutting through fallen trees, she hears table
saws cutting lumber for new homes. ©

jmckay @emergencymgmt.com
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Worldwide, emergency management
practice comes down to concepts that can
be shared and duplicated.
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hen Steve Murphy, the
community emergency
management coordinator of
Dufferin County in Ontario,
Canada, went on vacation to
Alaska last year, he did something that drove
his wife a little crazy — he stopped to say
hello to some colleagues in Fairbanks. He also
did the same thing on another trip they took
to Panama.

“My employers are not going to pay me
to travel the world to meet people,” Murphy
said. “So if I'll be in the area, I'll ask, ‘Do you
have time for a coffee?” No one has ever said
no. And I've never left a visit thinking it was a
waste of time”

Although the world — and the world of
emergency management — was once sepa-
rated by various natural and man-made
barriers, now economic, social and especially
technological changes are rapidly bridging
those divides. And while in the past, an emer-
gency manager from the outskirts of Toronto
might be thought to have little in common
with a fellow practitioner in tropical Panama,
today it is easier to see that far more unites
them than divides them.

As Murphy put it, “When I talk to
colleagues, no matter where they are from, the
focus is always the same — people, property
and the environment, usually in that order”

Carolyn Salem, an emergency management
officer in the city of Greater Sudbury, Ontario,
has found a similar connection, particularly
through her interactions in online forums.

“I’'ve never encountered an emergency
manager who wasn’t willing to share, and that
promotes a real sense of community,” she said.
“Our field is very unique. It's not competitive
in the same way a lot of other fields are. There
are no challenges to openly sharing best prac-
tices. We have total freedom to share concepts
and grow our ideas together. We can all learn
from each other”

And yet, this opportunity for greater
collaboration and information sharing
comes at a time when the profession faces
sustained pressure to do more with less; less
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staff to protect against more and increasingly
severe hazards, and less funding to prepare
for ever more complex risks. So, is tapping
into this dynamic global mix of thoughts,
ideas, concepts, approaches and lessons just
another entry on the to-do list of already over-
burdened emergency managers?

As William Bratton and Zachary Tumin
suggest in their new book, Collaborate or
Perish!, could it be “the difference maker,
the force multiplier, the game changer”
that “unleashes the power of the many to
do together what none can do alone?”

s emergency management (or
civil protection, as it is more
commonly known outside of
North America) continues to
evolve and solidify its standing as
a professional discipline, an intriguing mix of
differences can still be found around the world.

In most developed countries, the basic
underlying principles are the same, starting
with the twin cornerstones of the beliefs
that all disasters are local and that assistance
is provided when local resources are over-
whelmed. But that foundation can support a
number of vastly different approaches, ranging
from smaller national government roles, such
as in the United Kingdom and Canada, where
regional-level authority is greater than it is
in the U.S.,, to the approaches used in coun-
tries like China and Russia, where response is
largely a national, top-down function.

While a centralized national-level coordi-
nating agency like FEMA is not unique, it is still
rare to find a single government organization
that encompasses all four phases of emergency
management: preparedness, response, recovery
and mitigation.

“The U.S. provides an interesting
perspective to a lot of our international
colleagues because of the comprehensive
approach we offer. So looking at emergency
management from preparedness to response
to recovery to mitigation, not all countries
envision it quite like that,” said Candice

Abinanti, an international relations specialist
in FEMA's International Affairs Division.

“In Japan, for example, the lead for
response falls on different ministries,
depending on their different responsibilities
for disasters,” she said. “And China is similar.
Instead of having one organization that has a
comprehensive multi-hazard approach, each
of those different ministries might jump into
action, depending on what the disaster is.”

And then there is the more diffused
approach found in places like the Netherlands.
“We don’t have a FEMA-like organization,”
said Ronald Christiaans, a senior training
adviser in the Ministry of Security and Justice.
“When you look at the Dutch system, it’s
organized through our safety regions. They
are responsible for crisis and disaster manage-
ment on a regional level. Our role in the
National Operations Centre is to coordinate
large-scale disasters.”

New Zealand (and its 4Rs of reduction,
readiness, response and recovery) has a similar
system in place, where responsibility for civil
protection is a local activity supported by the
central government. “It’s at the top level where
the ministry of civil defense operates to help

Learning from other countries, especially our

European counterparts, is critical, says David McEntire.
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local territorial authorities develop plans for
themselves and the local civil defense group,”
said Mathew Bannister, who is studying civil
defense there. “This achieves a bottom-up plan.”

Going back to Canada, Salem said the
provinces have primary responsibility for
their own emergency management plans and
strategies, with the legislation that drives
the municipalities coming from the prov-
inces. The federal government typically gets
involved only during major events.

Until recently, David Passey was director
of civil emergency planning at the FEMA/U.S.
Mission to NATO, working closely with all
28 member countries. One difference he
observed was the wide variety of natural
hazards for which the U.S. must prepare for
compared to an individual European country,
where the risks tend to be fewer in number.
(He said, however, that a common challenge
for everyone is balancing concerns about
terrorism against concerns about more regu-
larly occurring natural disasters.)

Another important difference is the national
government’s role in recovery. “In a large inci-
dent, there may be financial assistance, but not
the kinds of programs that FEMA has,” Passey
explained. “That’s a major distinction — that for
many European civil protection organizations
when the response phase is over, the disaster is
over. And then it goes back to being a local and
individual responsibility.”

And whereas some European countries
are, in the words of Passey, “flabbergasted by
the high number of volunteers in the U.S.,” an
exceedingly strong volunteer culture exists in
Australia. According to Samantha Colwell, who
works for an emergency services company
there, trained volunteers from a variety of
agencies are a critical part of disaster planning.

Passey saw divergence as well in how the
military is used in emergencies. “Norway has
a concept of total defense. They say, ‘We have
to use civilian and military resources for our
total defense, because we can’t afford to just
use civilian responders if there is a big flood.
Whereas in Germany, there is a very large,
well trained civilian reserve workforce that

G In most developed countries,
the basic underlying principles
are the same, starting with the
twin cornerstones of the beliefs
that all disasters are local and that
assistance Is provided when local
resources are overwhelmed.

can be activated. The military will not get
involved in civilian response.”

Also notable is a closer relationship
between the research and practitioner
communities in some European countries
than in the U.S. That connection, Passey said,
allows research to be more integrated with
policy and operational outcomes.

For David McEntire, associate professor in
the College of Public Affairs and Community
Service at the University of North Texas, this
variety is precisely what makes the study of
international emergency management systems
so interesting — and important.

“It is critical that we learn from other
countries,” said McEntire, who edited a book
on comparative emergency management for
FEMA (which is available on the agency’s
Higher Education Program website). “On a
fundamental level, we want to avoid mistakes
that have been made elsewhere, and we want
to learn from their successes” McEntire said
that U.S. planning tends to focus more on
emergency functions like evacuation and
sheltering. He thinks Americans could learn
from European counterparts, with their
emphasis on leadership, crisis management

and decision-making, particularly in times of
uncertainty. He also noted that in Europe, and
especially in the Scandinavian countries, more
attention is paid to environmental risks, such
as climate change.

In looking at different approaches from
around the world, Canada’s Murphy said the
key is to keep an open mind. “If it’s different,
that doesn’t mean it’s right or wrong. It may
not work for your community, but it works for
someone else. We can still learn from it”

rig. Gen. John Heltzel, director of

the Kentucky Division of Emergency

Management, said that when talking

about humanitarian support, all the

walls come down. “People are ready to
get in and do whatever they can to ease human
suffering and assist their fellow man,” Heltzel
said. “And it really doesn’t matter where you're
from. So I think emergency management can be
that first handshake across the divide. The more
we can lean into that, the better off we're going
to be, because the planet isn’t getting any bigger.”

The language of emergency management

and civil protection is increasingly a global
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one. For U.S. emergency managers wanting
to engage with colleagues from around the
world, the biggest challenge may simply be
figuring how to start the conversation.

FEMA'’s International Affairs Division is
the hub for U.S. engagement with the global
emergency management community. Abinanti
said her office is responsible for identifying
lessons that can be learned from other coun-
tries, hosting visitors, facilitating the participa-
tion of subject-matter experts in conferences
and workshops, and developing bilateral and
multilateral partnerships.

One tool that FEMA hopes to see
expanded is the international page on the
lessons learned/information sharing
website, LLIS.gov. David Trissell, who works
in Brussels as the FEMA attaché to the U.S.
Mission to the European Union, said FEMA
and the EU signed an administrative arrange-
ment last fall that sets out cooperation in
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certain areas, such as comparing lessons
learned systems.

“We need to improve access for key
member states in Europe who are interested
in it,” Trissell said. “Because they are going
through the same system we are of trying to
capture lessons learned and recognizing that
a lot of information can be gained on how
different states do it

LLIS and other tools supported by new
technologies are the next frontier in collabo-
ration. Social media sites already allow
like-minded emergency managers to create
groups around shared interests; broadband
communication can instantly connect people
almost anywhere in the world; and webinars
are a popular and economical way to share
experiences. And no doubt there will be
countless new platforms to come.

In their book, Bratton and Tumin identify
“eight tests of readiness,” one of which is to

“create a platform, a physical or virtual clearing,
that collaborators can find, get to, trust and use.
That'’s where you share knowledge, insight and
assets, and take steps together”

Tumin, special assistant to the director
and faculty chair of Harvard Kennedy School’s
Science, Technology and Public Policy
Program, added, “If everyone is connected, the
difference is who is going to be able to bring
people together around those connections and
make things happen?”

Heltzel, who chairs the Emergency
Management Assistance Compact (EMAC)
Committee of the National Emergency
Management Association (NEMA), said, “We're
looking at leveraging the technology to let us
do more of this — a lot more video teleconfer-
encing; a lot more virtual and online partici-
pation. And the great thing is, networks are
letting us do this. That, for me, is the future of
all this.” He pointed to new EMAC agreements
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with Canada and Mexico as examples of how
the U.S. is building international partnerships.

However, Heltzel emphasized the
continued importance of meeting in person.
He said becoming active in NEMA and the
International Association of Emergency
Managers is an excellent first step, and he has
also found great value in the National Guard’s
Partnership for Peace initiative, through
which states can partner with countries (like
Kentucky has with Ecuador).

Many communities have access to
similar connections through the Sister Cities
program, which links U.S. cities with an inter-
national community. While those exchanges
are often focused on economic development,
emergency management could become an
area of shared interest. And in an increasingly
global age, a city may find more in common
with a counterpart in another country than
with a city in the same or another state.

“Large cities like Los Angeles, Chicago
and New York have challenges that are
similar to Tokyo, Berlin and London,” Passey
said. “New York City has more in common
with them than with Binghamton in upstate
New York.”

Traditional conferences still provide
excellent opportunities for networking. The
recent International Disaster Conference
and Expo in New Orleans had attendees from
more than 25 countries, and the June 2012
World Conference on Disaster Management
in Toronto will have more than 40 coun-
tries represented. And, on an even larger
scale, bodies like the United Nations, with its
International Strategy for Disaster Reduction,
and the World Bank, with its Global Facility
for Disaster Reduction and Recovery, provide
forums for new connections.

What is most important, Trissell said, is
that no single approach be pursued at the

expense of another. “You still have to maintain
those individual, face-to-face interactions. But
because of budgets and how people get their
information today, you have to continue to be
relevant in how you get your message out and
exchange information. So using new tech-
nology is essential. But it is just another tool in
the toolbox.”

And finally, there is no substitute for the
personal initiative of someone who simply
wants to do his job better. Murphy said he is
planning a trip to Las Vegas later this year,
and to Botswana and Zambia in 2013. Emer-
gency managers there should be expecting
acall. ©

Brett Hansard is manager of the Risk Communi-
cation Program at Argonne National Laboratory.
bhansard@anl.gov
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Large, planned events attract tens of thousands
and the potential for peril.

By Adam Stone | Contributing Writer
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n April 2011, as some 100,000 fans
converged in Talladega, Ala., for another
NASCAR extravaganza, event organizers
slipped into emergency mode.

With tornadoes spotted throughout the
immediate area, a unified command center
formed at the race track to broadcast instruc-
tions and warnings. Police officers and track
security along with federal and state agen-
cies coordinated efforts within the facility,
sending text messages to track executives,
drivers, public relations reps — anyone

working at the event.

Emergency managers in the command
center also coordinated with local police to
reach out to the 30,000 to 40,000 campers that
were already hunkered down at the site.

“We knew we were going to have some
bad weather;” said Mike Lentz, senior director
of security for NASCAR. And they did: Four
tornadoes appeared within five miles of the race
track, and while the twisters did not disrupt any
race activities, emergency planners knew they
had successfully safeguarded the scene.

It doesn’t take something as dramatic as
tornadoes at a car race to spell potential big-event

disaster. Even seemingly tame gatherings can
offer their share of mayhem, as when more than
100 rowdy fans were arrested and 200 or so more
taken into protective custody when country star
Kenny Chesney performed at the Gillette Stadium
in Foxborough, Mass., in August 2009.

Bring together 80,000 people for a football
game or 20,000 for a concert and the possibility
exists for an emergency situation. During these
events, the venue becomes a temporary city,
with all the potential perils that implies. The
combination of large numbers of people, in a
confined space, with spirits high and alcohol

Large events, like NASCAR
races, bring thousands

of people together and
require the same level of
security as a small city.
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flowing can lead to catastrophe. It’s a threat
that promoters, venue operators and emer-
gency planners have learned to take seriously.

Dalai Lama Lockdown

Emergency managers can reel off the
dangers inherent in any major event, from
a crush in the doorways to an active shooter
in the bleachers, from drunken brawls to the
famed and sometimes fatal soccer riots seen
in Europe.

Dave Touhey is well aware of the risks.

As senior vice president and general manager
of the Verizon Center in Washington, D.C.,

he routinely sees crowds of 20,000 or more
assemble for hockey games, rock concerts,
circuses and ice follies. His most recent
challenge came from more sacred precincts:
an 11-day world peace event featuring the
Dalai Lama that drew up to 16,000 people

to any one session.

Security took on an international compo-
nent, with venue operators working in close
cooperation with the sacred guest’s handlers
in the State Department. To pre-empt polit-
ical violence, Touhey kept tabs on the Home-
land Security Information Network, which
broadcasts unclassified potential threats. His
team brought in metal detectors for the event,
kept close watch on crowd control, and were
especially careful around the trinket vendors.

“We’re used to events handing out hats
and towels. With this they had cleansing water
and special beads,” Touhey said. “Some of the
people, you wouldn’t think they were here
for world peace, the way they were pushing
through the crowds to get these things. So you
have to manage around that too. It sounds
easy when you talk about it, but when you
are here for 14 hours a day, 11 days in a row, it
wears on you.”

If operators like Touhey have their hands
full during major gatherings, at least they are
not going it alone. It’s typical for on-site secu-
rity to work with the FBI, DHS and Bureau
of Alcohol, Tobacco, Firearms and Explosives
— any or all of whom may have a presence on
game day.

In this post-9/11 world, terrorism is an
ever-present threat. “Anywhere where there is
a mass gathering of people, there’s a potential
target,” said Stacey Hall, associate director of
the National Center for Spectator Sports Safety
and Security. “In your worst-case scenario, you
have a vehicle-borne IED, you have suicide
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bombers within the stadium. That’s more than
just your typical crowd control.”

Getting Organized

Beyond crowd control and terror threats,
event organizers also must wrangle with the
Constitution, treading carefully on such issues
as the rights to free assembly and free speech.

The Tampa Bay Buccaneers organization
has faced the issue firsthand in legal chal-
lenges to its policy of mandatory pat-downs,
which some have viewed as illegal search-
and-seizures. One elegant solution, Hall said,
is to make the pat-downs a condition of entry.
In such a case, fans submit voluntarily to the
search, thus avoiding a constitutional clash.

Whatever the issue on the table, the
fundamentals of security for big events
remain largely the same, according to Matt
Bettenhausen, chief security officer for AEG
Worldwide, a promoter and stadium operator
that puts on 10,000 events per year.

For example, it’s typical for event operators
either to hire off-duty police officers to help
manage an event or, even more often,
the venue will engage the services of local
on-duty law enforcement, and will compen-
sate the police department for those officers’
time. These front-line players handle block
and tackle, everything from inspecting bags
to facilitating medical assistance.

On a higher plane, emergency planning
for a large event demands the nurturing of
long-standing relationships, Bettenhausen
said. “You want to get specific fire, police
and EMS officials who regularly work with
the facility,” he said. “It really helps to have
specifically designated first response part-
ners. They get to know the facility, they get
to understand crowd flow, they get to know
our players, and we know theirs. You don’'t
want to be handing out business cards when
something happens.”

For Bettenhausen, relationship-building
has an internal element as well. With more
than 100 stadiums and arenas in its portfolio,
it’s important that AEG makes security happen
within its own ranks. Bettenhausen’s team
provides security training at one to two facili-
ties per month.

The security team reviews best practices
and policies, goes over past incidents and
updates a facility’s emergency operations plan
at least once every three years. “Those are
living documents,” Bettenhausen said. “They
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need to be changed and modified as time goes
on based on experience.”

The flow of information goes both ways,
with local venues pumping information back
up to headquarters. “When there are incidents,
we need to know who it was, what it was about.
It’s important for our analytical abilities,”
Bettenhausen said. “If there are things we
see at one facility, it may be important to ask
people to watch out at other facilities.”

Beyond these internal checks, it’s possible
to take best practices one step further by
engaging outside security experts to review
the scene. “It’s always better to have an
external audit as well, someone who can see
things you don’t normally see, a fresh pair
of eyes,” Hall said. “You could have a hole
in your fence or maybe your people are not
adequately trained, and you may not be able
to see those things yourself.”

Police Protection

For law enforcement, a major event may
demand the highest levels of emergency
planning and response. While promoters and
venues may handle much of the security burden
on their own, ultimately they rely on public
servants to ensure that things go smoothly.

A good example comes from Baltimore,
where the annual Preakness Stakes horse race
regularly draws more than 100,000 people.



“We obviously are monitoring ticket sales
week by week,” said Baltimore Police Depart-
ment (BPD) spokesman Anthony Guglielmi.
As attendance figures swell, his department
braces for impact.

While the BPD assigns a force to the track
on race day, the department also delivers
high-level security services for the event,
coordinating all levels of emergency service
through a 24-hour special operations section.
Headed by a major, this one-stop shop has
access to all assets, including SWAT teams and
helicopters, if need be. It coordinates traffic
management and organizes the activities of the
several hundred uniformed and plainclothes
officers who are working onsite at the race.

Guglielmi describes “the unexpected” as
being the greatest challenge to securing the
race. Sometimes that can work in favor of
emergency planners. When race organizers
limited drinking a few years back, for example,
the BPD found itself happily overstaffed at the
ground level.

But the unexpected always can swing
the other way too. “All of a sudden it’s 100
degrees and everyone is starting to pass out
in the infield,” Guglielmi said. “Not only do we
have to make sure we have medical systems
in place, but we also have to make sure the
ambulances can get there and that they will
have a clear way to the hospitals.”

Sometimes in the face of the unexpected,
the best thing emergency managers can do
may be to use mind control. So says Mike
Hasson, vice president of security and services
at the Wells Fargo Center in Philadelphia.

When the center hosted the X Games,

a free sports event, roughly 12,000 patrons
quickly filled the stadium, while thousands
more visited outdoor exhibits. At one point,
about 3,000 to 4,000 people gathered at
the gate seeking entrance to the already
at-capacity arena. Those at the back kept
pressing forward even after the doors had
closed. It was a perilous moment.

“Now you have created a crowd control
situation that you hadn’t been led to expect,”
Hasson said.

Security personnel took action. “We went
out there, and we lied to the people through
bullhorns. We told them the building would
open in half an hour, and we did that to get
them away from creating this push,” he said.
“That was the best way to create safety. We
just lied.”

Getting Buy-In

Nothing is ever easy in the world of
emergency management — and big-event
security is no exception.

First there’s the sheer volume of security
needs. No one venue will have a complement
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PLANNING FOR
A MAJOR EVENT

LARGE PUBLIC EVENTS place special
demands on emergency planners.
Here's how to be ready.

v Make communications a priority.

v/ Plan for and manage for the worst-case
scenarios, from heightened crime to a
errorist attack.

v/ Expect events outside the main event,
from protestors to spontaneous gatherings.

v/ Expand the perimeters. Law enforcement
extends beyond the venue to the streets
and even adjacent hotels and bars.

v/ Leverage resources: federal agencies;
public safety (fire/EMS); and other city,
county and state agencies.

v/ Develop an effective interoperable
communications capability.

v/ Ensure safety while respecting
constitutional rights, including freedom
of speech and assembly.

SOURCE: PLANNING AND MANAGING SECURITY FOR MAJOR SPECIAL
EVENTS: GUIDELINES FOR LAW ENFORCEMENT; USDOJ

of personnel on staff sufficient to secure safety
and deal with the possible contingencies of a
large-scale event. That means hiring outside
help, which can be problematic. “Part of the
issue is that when you outsource this, you do
lose some control over the level of training your
people are receiving,” Hall said. The solution lies
in having a tightly scripted security protocol,

a crystal-clear set of policies and procedures
backed by a methodical training regimen.

Then there is the money angle.

As security planners budget for training
and other measures, they may butt up against
financial constraints. “Management may not
think there is a need. It’s not going to happen
to us, we've never had any issues in the past,”
Hall said. “Everybody is in a financial crisis and
nobody wants to invest in security because there
is ‘no return. So it’s important for emergency
managers to make the case for the cost-benefit
analysis. It’s critical that people understand the
importance of being proactive” ©

Adam Stone is a contributing writer based in
Annapolis, Md. adam.stone@newsroom42.com
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Reportin Systemé arestarting
to provide near-real-time public
health data during emergencies.

SYNDROMIC
SURVEILLANCE 20

By David Raths | Contributing Writer




Texas, in February 2011, Judy Henry
decided it was time to provide real-time
public health data to officials in the EOC.

At a recent conference, Henry, an epide-
miologist with the Austin/Travis County Health
and Human Services Department, had heard
about Florida’s use of keywords in hospital
emergency department (ED) reports. They
were used to estimate the impacts of the 2010
earthquake in Haiti through Florida’s syndromic
surveillance system, which collects data from
various sources to detect disease trends by
condition occurrence not just confirmed cases.

For visits to emergency departments
by people in Haiti on or after the earth-
quake on Jan. 12, 2010, Florida added the
word “Haiti” to the patient’s list of chief
complaints. “I thought that was simple,
elegant and on target,” Henry said.

For epidemiologists, it has always been
difficult to get real-time data during an emer-
gency. Hospitals can be low on personnel,
who are often so busy that they have diffi-
culty reporting data during an event, she
noted. “But this was pretty resource-neutral.
All we did was ask the two major hospital
systems’ ED personnel to type ‘weather’ into
the chief complaint data that we received.”

Within four or five hours of making
that request, the term started to show up in
syndromic surveillance reports, and the
department could better attribute accidents

to weather and the ice storm. “Itis imprecise,

but it gives us trends,” Henry said. “We
were able to identify ZIP codes and send
short narrative reports and tables to the
EOC. If we have a longer event with more
injuries, we will share that data with
public safety.”

Providing Situational Awareness

The projects in Florida and Texas are
examples of the way that public health agencies’
syndromic surveillance efforts are becoming
more sophisticated and starting to realize their
potential to provide situational awareness to
emergency management personnel who must
make timely decisions about resource allocation.

After 9/11 and the anthrax attacks
that followed, public health agencies
received federal funding to invest in soft-
ware systems that pull together and
analyze disease reporting in their regions,
with the hope that they would help with
early detection of bioterror attacks.

However, the jury is still out on how valu-
able these systems will be in that type of event
detection. In more recent anthrax events
involving imported animal skins, astute physi-
cians and lab tests were key to diagnosis,
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© SYNDROMIC SURVEILLANCE 2.0

but the syndromic surveillance systems county needed to go to a second-phase emergency departments, hourly updates
were used to search for additional cases. alert, which includes opening cooling from the statewide poison center, and daily
But syndromic surveillance has evolved stations, she said. “We could triangu- feeds from statewide EMS runs and select
as state and local public health emergency late with other data sources, including urgent care centers. A Web application allows
response efforts support epidemiologists in nonprofits that work with the homeless public health officials to access aggregate
their work and start pulling data from multiple population.” They later partnered again data as well as information customized to
sources, said Charles Ishikawa, associate when wildfires in a neighboring county their jurisdictions. But the system does not
director of public health programs for the impacted air quality in Travis County. automatically push out alerts. “We made a
International Society for Disease Surveillance After an event, public health agencies conscious decision not to do that,” Ising said.
in Brighton, Mass. “The more evolved the traditionally review the event to measure “Other states have tried that and the epide-
system is, the more sophisticated the number its impacts, Henry said. “But this is giving miologist users get alert fatigue. When our
and type of data sources they are able to draw us the opportunity to have an impact in the users log in, they can see a dashboard view
on,” he said, “ranging from ED visits to 911 call middle of an emergency when you have of what is important to them. We have made
centers, poison control to school absenteeism.” to start making decisions about deploying data easy to export so that in a situation like
In an emergency response setting, it can resources,” she said. “We worked so well Hurricane Irene, the people in the emergency
be just as valuable for incident commanders with EMS that we had to ask ourselves operations center can get situation reports
to know that they don’t have to redeploy why we haven’t always been doing this.” and answer questions for the governor”
resources as to know that they do, Ishikawa NC DETECT is involved in all of North
said. “You may have anecdotal information NC Detect Carolina’s emergency tabletop exercises, said
about gastrointestinal outbreaks during Another statewide syndromic surveil- Dr. Lana Deyneka, director of the Statewide
a hurricane, but if the syndromic surveil- lance system that has grown more valuable Enhanced Surveillance and Hospital-Based
lance data is not showing it, then you may over time is the North Carolina Disease Public Health Epidemiologist programs in
not have to apply more resources. We are Event Tracking and Epidemiologic Collec- the North Carolina Division of Public Health.
seeing it being used to track injuries in tion Tool (NC DETECT). It started in 1999 “We don’t have to create something after an
winter storms, hurricanes, infectious disease with a statewide mandate that hospital emergency crops up. We should already have
outbreaks, water quality alerts and during EDs electronically report chief complaint a module that fits, although we can add new
mass gatherings such as the Super Bowl” data. After 9/11 it took on more of a bioter- queries in just a few minutes if we need to”
rorism focus from an all-hazards point of For instance, she said, the system already has
Pooling Data With EMS view, said Amy Ising, the NC DETECT a disaster module that can monitor catego-
Following up on the pilot project during program director in the Carolina Center ries like emergency department utilization.
the ice storm in Austin, Henry partnered for Health Informatics at the University Hurricane-related health outcomes
with Pat Murphy, manager of the Business, of North Carolina Department of Emer- might include acute illnesses, inju-
Analysis and Research Team for Austin- gency Medicine. “We are constantly adding ries, poisoning and behavioral health
Travis County EMS, on ways they could features to handle a variety of scenarios,” tracking. The system also has modules
combine data. During a record drought and she said. “User feedback from local public to track food poisoning, chemical expo-
heat wave last summer, they pooled their health officials drives what we work on.” sures and radiological exposures.
information. “It was remarkable how well NC DETECT now provides near-real-
the two data sources tracked,” Henry said. time statewide surveillance capacity to local, Surveillance in the Great Lakes State
The combined data from EMS and public regional and state-level users across the Michigan’s syndromic surveillance
health was used to determine whether the state, with twice daily data feeds from 117 system was built around an open source

Qr PUBLIC HEALTH SURVEILLANCE

© Categorical O Integrated of interest to several © Syndromic (for example, collecting  faster than systems
surveillance: anactive  surveillance: a combi- intervention programs surveillance: an active  the number of cases that require labora-
or passive system that nation of active and (for example, a health or passive system that  of diarrhea rather than  tory confirmation, it is
focuses onone ormore  passive systems using  facility-based system uses case definitions cases of cholera, or often the first kind of
diseases or behav- a single infrastructure may gather information  that are based entirely ~ “rash illness” rather surveillance begun in
iors of interest to an that gathers informa- on multiple infectious on clinical features than measles). Because  a developing country.
intervention program. tion about multiple diseases and injuries).  Without any clinicalor  syndromic surveillance e e
diseases or behaviors laboratory diagnosis is inexpensive and is BIOTECHNOLOGY INFORMATION
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software project originally developed at the
University of Pittsburgh called the Real-
Time Outbreak Detection Surveillance
system, said Jim Collins, acting director of
the Bureau of Epidemiology in the Michigan
Department of Community Health.

The goal, he said, is to recognize and
respond to unusual outbreaks of illness that
may be the result of bioterrorism, outbreaks
of infectious disease, or other public health
threats and emergencies. “We now have 84
hospitals using the system and a parallel feed
for all poison control centers,” Collins said.

Real-time detection of a notable increase
in patients presenting similar symptoms could
allow early and appropriate public health
intervention and minimize negative impact,
he added. The Michigan system provides
tools that include automatic data collection
and automatic aberration detection algo-
rithms, as well as tools that support temporal
and spatial data analysis and visualization.

“Initially it was designed with standards
based on bioterrorism funding, but it is set up so
we can do ad hoc queries on the fly;” Collins said.
It is based on chief complaints that are entered
in free text by emergency department clini-
cians, but that data also is run through a coder
to group entries that might be heat related or to
track an influenza outbreak, for instance. The
syndromic surveillance system also feeds the
Michigan Health Alert Network, a secure Web-
based notification system, to alert key personnel.

At the Border

One project that focuses on informa-
tion sharing is the Border Infectious Disease
Surveillance (BIDS) program, a public health
collaboration with Mexican officials to
monitor infectious diseases at the border. With
anetwork of clinic and hospital sites along the
United States/Mexico border, the BIDS team
created a shared syndromic case definition,
and standardized data collection instruments
allow for the exchange of surveillance data.

“One of the important lessons learned in
the binational effort is that with local, state
and federal participation, we can overcome
political, cultural and infrastructural barriers,”
said Orion McCotter, an epidemiologist with
the Office of Border Health at the Arizona
Department of Health Services, in an email
interview. It is important to have binational
communication plans for sharing of impor-
tant public health information with the local
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agency, emergency response officials on both
sides of the border and other federal agencies
working at border points of entry, he added.
The BIDS program has been involved
in numerous outbreak identifications and/
or investigations, including severe acute
respiratory infections (SARI). That project
enhances the existing surveillance because
data on influenza and other respiratory
pathogens as causes of SARI and SARI-
related mortality in hospital patients did not
previously exist, McCotter said. “Integrating
hospital-based surveillance for SARI with
existing influenza surveillance was done to
strengthen surveillance activities, build on
preparedness strategies, control measures to
combat the influenza and detect new virus
subtypes or other etiologic agents of SARI.”
In another example of international
monitoring, the National Poison Data System
was used to track potential incident-related
exposures in the U.S. resulting from the Japan
earthquake and radiological incident of 2011
and disseminate public health alerts. Shortly
after international media coverage began,
many of the 57 U.S. regional poison centers
started receiving calls regarding the Japan
radiological incident, according to researchers
from the Centers for Disease Control and
Prevention (CDC). State and federal health
officials used that input to help epidemiologists
and toxicologists determine if a true exposure
had occurred and to target risk communication
messages to and information about the use of
potassium iodide and other iodide-containing
products intended for thyroid protection.
The system also supplied data to the CDC
Emergency Operations Center, which was
activated from March 11 to April 18, 2011.

BioSense 2.0

The CDC provides funding for state-level
syndromic surveillance efforts and coordinates
interoperability and data sharing between states.

Mandated in the Public Health Secu-
rity and Bioterrorism Preparedness and
Response Act of 2002, the CDC’s BioSense
program was launched in 2003 to establish
an integrated national public health surveil-
lance system for early detection and rapid
assessment of potential bioterrorism-related
illness. Now the CDC is revamping BioSense
with a cloud computing approach. The goal
of BioSense 2.0 is to provide an easy-to-use,
Web-based tool that health officials can

"Hospitals

can be low on
personnel and
they are often

so busy that they
have difficulty
reporting data
during an event.”

use to monitor or assess syndromic activity
within and beyond their jurisdictions.

“The redesign is so that we will have more
sharing among jurisdictions,” said Dr. Taha
Kass-Hout, deputy director for informa-
tion science and the BioSense program and
manager of the CDC’s Division of Notifi-
able Diseases and Healthcare Information.
“One thing we found with BioSense 1.0
is that the data often bypassed state and
local public health and went straight from
hospitals to the CDC,” he said. “The states
never saw the data. We have corrected that
in the states where it was happening.”

While planning the redesign, Kass-Hout
said the CDC looked at the needs of epidemi-
ologists and emergency response and planning
teams so it could provide as much flexibility
and interoperability as possible. For instance,
during the Gulf of Mexico oil spill, the U.S.
departments of Defense and Veterans Affairs
had a lot of the data and played a critical role.

In a case like a major hurricane,
BioSense will let public health and emer-
gency responders set up shared space to
see data in real time. In fact, BioSense 2.0
already has shared spaces that involve
state and local governments within a state,
Kass-Hout added, as well as multiple states
working together. “They can see more than
trends,” he said. “This gives data to people
on the ground who understand the context
and can interpret it at their level” ©

David Raths is a contributing writer for
Emergency Management magazine.
draths@mac.com



Esri Homeland Security Summit
July 21-24, 2012, San Diego, California

Now more than ever, it's important to know how to meet
your mission and bridge the gap between limited resources
and greater demands for service. Be part of the world'’s
only geographic information system (GIS) conference for
homeland security. Explore how the geographic approach
helps you improve decision making, optimize operations,

and collaborate among multiple agencies.

esri.com/hssemmag




*+ Major Player

Private Sector’s Role

The private sector is key to a community’s recovery.

Chris Terzich is the vice president of incident management for Wells Fargo and
chair at the Regional Consortium Coordinating Council. He is a past president of the
InfraGard Minnesota Members Alliance. Terzich founded the Minnesota Information
Sharing and Analysis Center to develop homeland security relationships. He has
worked in a number of capacities for Wells Fargo, including executive protection
and robbery training. Terzich has provided response and management for myriad
events, including a visit by former British Prime Minister Margaret Thatcher.

Terzich spoke with Emergency Management about the growth in public-private
partnerships and the keys to business continuity.

)E TRELEVEN

By Jim McKay | Editor
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O Let’s talk about your role with Wells
Fargo’s Incident Management Team.

We have two teams — one that I lead that
puts together our life-safety risk management
program [and] our emergency procedures.
The one I lead has 20 people, and the larger
team is between 80 and 100 — it varies.

© What are the roles of the teams?

Our team functions like an emergency
management team would within a govern-
ment. The large one would be like all the
people from across government in our world
— that is, all the people who don’t do this job
all the time. We have a small core of people
who do the job all the time, and then we
facilitate people because they, in their normal
work, need to be at the table when something
happens or when we’re planning an exercise.

© What are some of the private-sector
challenges when a crisis arises and how do
they differ from those of the public sector?
The challenges in the private sector are

very similar. In banking, we are a part of one
of the 18 critical infrastructure sectors, so
we're part of that fabric of what makes the
community — what keeps the businesses
running, what keeps commerce going and
what helps people keep the lights on.

As a critical infrastructure, we have a
responsibility to be there so the community
can recover quickly. When we’re working with
government, the challenge is that govern-
ment has the role of running the response,
and the way you connect into that differs
across the country. We need to be a part of
our community and connect however that
community is structured. That’s probably
a unique challenge, unlike the government
side, which says, “Here is our formal struc-
ture,” we need to connect into the commu-
nities wherever and however we can.

© We used to hear that the private

sector must partner with government.

But we hear now that government must
reach out to private-sector colleagues

and ask what their needs are and how

to partner with them. What are the
frustrations on the private-sector side
when partnering with government?

It’s improved greatly over the last 10 years. In
2003, I was a part of a working group for the
National Infrastructure Advisory Council, and

I remember our recommendations were so
basic as to ask the government to provide a
place for us to plug into this process. Now you
look at everything written in the last 10 years
— whether it’s DHS or often the state and local
government — it talks about the private sector.
The pitfall we need to avoid is that we
need government to lead. This is a commu-
nity effort, and government plays a big role,
but we all play a role. The only thing we
can be tripped up on is if we are waiting
for government to do everything instead of
being part of a community effort, whether
that’s organizing partnerships or looking at
how different businesses will work with each
other to make sure we're doing something
that makes sense in the midst of a crisis.
We all know government moves slowly, but

combination of being ready for when
something happens to you and being
able to either avoid it, mitigate it,
prevent it if you can, or simply get back
up and get going as fast as you can.

© That all goes back to business conti-
nuity. Can you elaborate on that?
We do something that I think is rather
unique. My group enterprise incident
management team is a part of our enter-
prise business continuity planning team.
We recognized a long time ago that
the tradition of continuing your busi-
ness process was very closely related to
the ability to respond to something as it
happened and to connect a life-safety part
to the business continuity to recovery.

“Itwas terrorism for a long time, and then we had the wake-up call from natural
disasters. What 'm seeing today — and I hope that we accelerate —is a move

toresilience.”

they're a very willing partner, probably led
very dramatically by Administrator Craig
Fugate at FEMA in terms of just getting out
there and being very pragmatic. He has used
the term “whole community” a great deal,
but it is true. The only thing that poten-
tially holds us back is a mindset that we're
waiting for somebody else to lead the dance.

© How have things changed since
9/11 in terms of companies like
Wells Fargo becoming more involved
in emergency management?
It has changed for everyone in that we may
have had a belief of a certain installation
from large catastrophic problems whether
they are terrorism or a hurricane. If you look
back [at] the 1970s, when firefighting kind of
got incident command going on the govern-
ment side and the government recognized
how that needed to connect, it really didn’t
permeate the private sector until after 9/11.
Business has recognized it, and we have
probably all gone through the same transi-
tion where we look at the big scary thing in
the room. It was terrorism for a long time, and
then we had the wake-up call from natural
disasters. What I'm seeing today — and I hope
that we accelerate — is a move to resilience.
This move to understanding that it is a

© Can you talk about your involve-

ment with InfraGard?

The Minnesota chapter I've led for the
last four years had 700 members when

I started, and we now have 1,400-plus.
My new role as chair of the Regional
Consortium Coordinating Council (RC3)
is even more exciting to me in that it
looks to set up partnerships across the
country. The RC3 is designated within
the National Infrastructure Protection
Plan as one of three councils that the
DHS uses to connect with private sector.

Our business environment is at a point of
traumatic change with faster connections.
I read that we are at a point of recovery,
but the technology and the social connec-
tion we all know are affecting business
dramatically, and they’ll have an impact
on resilience in ways that we’re just begin-
ning to understand and envision.

People will respond and the community
will come together. We are learning that, and
we in the private sector and government
must be a part of that. We need to innovate
and focus, and that kind of connection will
also make our resilience in the end much
better and more efficient than it is today. ©

jmckay@emergencymgmt.com
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© Public-Private Partnerships

Businesses like'Target
are utilizing command
centers and working in
government EOCS to help
with emergencyresponse

and recoveryeffofts.

Good Business

Whether physical or virtual, the business EOC is improving public-

private relationships.

By Margaret Steen | Contributing Writer

hen disaster strikes, everyone
W in the community pitches in
to help, including government,
neighbors, local stores and charitable orga-
nizations. Historically, however, there has
been too little coordination between govern-
ment relief efforts and the private sector.

Hurricane Katrina’s aftermath in
2005 had emergency managers at all
levels trying to improve that coor-
dination by looking at ways to get
the business community represented
physically or virtually in the EOC.

“We approach this from a different
perspective, but we all have a common
mission and that is the recovery of that
community,” said Ethan Beckcom, emer-
gency and risk manager for NorthWest
Arkansas Community College in Benton-
ville and project lead for the Arkansas
Business Emergency Operations Center.

One result is a relatively new kind of
partnership, often called a business emergency
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operations center (BEOC). The operations
center takes many forms — some are physical,
some are virtual and some aren’t even called

a BEOC at all. But they all offer a two-way
flow of information between government

and the business community when plan-

ning disaster response and recovery.

The road to these new partnerships has
not always been smooth.

“For decades the government took the
lead on this and really viewed the private
sector as almost a roadblock,” Beckcom said.

But earlier, less formal collaborations
laid the groundwork. For example, when
Joseph Booth was with the Louisiana State
Police, the department coordinated the
evacuation for Hurricane Katrina with
gas stations, hotels and other services to
make sure the evacuees could be accom-
modated. When New Orleans flooded and
businesses were trying to get workers
back into the area so they could reopen,
there were coordination issues. “There

was not really a central place for the busi-
ness community and the private sector to
coordinate with the state government,”
said Booth, who is now executive director
of the Stephenson Disaster Management
Institute at Louisiana State University.

The experience made clear the need
to formalize this communication.

The purpose of the BEOC is to help the
community return to normal faster and
mitigate the damage caused by the disaster,
Booth said. “One thing we are very careful
about is that the purpose of the BEOC is not
to coordinate how the government can get
quicker services for the business commu-
nity,” he said. Instead, it’s to identify how the
business community can help in a disaster,
and how helping businesses recover can help
the community return to normal faster.

BEOCs also help with preparedness
efforts. “We have training efforts going
on at the facility on a regular basis,” said
Andres Calderon, associate director of the
Stephenson Disaster Management Institute.

The key is two-way communication.

“If we know a major utility is about to
have its operations affected or is about

to go back into operation, that’s impor-
tant for everyone to know,” Calderon said.
“We also want to prevent the government
from deploying food and water to areas
where there’s already service in place”

Two-way communication can help
emergency operations officials deter-
mine, for example, whether opening a
particular road or restoring power in a
certain area would allow stores with critical
services, such as fuel and food, to reopen
faster, thus restoring normalcy and alle-
viating the burden on government.

Different Approaches

The emphasis on public-private part-
nerships is part of a broader national
discussion. But the form of the partner-
ship, where it’s located (if it has a physical
location) and who initiates it can vary. In
some cases, government officials have
initiated the partnership, and in others
the private sector starts the discussions.

In Arkansas, for example, the state
Emergency Management Depart-
ment and private-sector groups jointly
approached NorthWest Arkansas Commu-
nity College about hosting the BEOC.



In the Hawkeye State, there’s the Safe-
guard Towa Partnership, a nonprofit that
was established through the Towa Business
Council, said Jami Haberl, the council’s
executive director. The group collaborated
with three state agencies with the encour-
agement of then-Gov. Tom Vilsack.

And in the east, the New Jersey Busi-
ness Force was founded by a group of
large businesses to create a public-private
partnership, said M. J. Chumer, director
of the emergency management and busi-
ness continuity master’s program at the
New Jersey Institute of Technology.

“They're not sharing
trade secrets. They're
sharing best practices.”

Once the talks begin, the states determine
the model that best works for their situa-
tion. Some have a physical BEOC; others
include the private sector in the state’s EOC.
And others have settled on a virtual model.

Both Louisiana and Arkansas have physical
BEOCs. The Louisiana BEOC has seats for
44 people, 40 of whom represent the busi-
ness community, Booth said. This includes
people from trade associations, chambers of
commerce, economic development coun-
cils and critical infrastructure operators.
“The idea is that every business in Louisiana
is represented by someone in that room,”
Booth said. There are also staff members
to make sure the facility is operating.

Arkansas’ center, which has been
running for 18 months, is similar: It has
incident management software, a satel-
lite connection and data backup, and
workstations for major partners. “It’s
similar to any other emergency operations
center you would see,” Beckcom said.

Unlike Arkansas and Louisiana, Colo-
rado has a virtual BEOC. The virtual model,
said Bill Miederhoff, resource mobiliza-
tion program manager for the state, uses
WebEOC software to let representatives
of the business community get updates
and participate in conference calls.

Colorado also is working on a data-
base of resources that includes the private
sector. This can be helpful when the private
sector can provide resources. For example,
Miederhoft said that when a shooter was
active in the foothills in western Colo-
rado, emergency management officials
found three privately owned helicopters
in 30 minutes, which was much faster
than calling out the National Guard.

The state’s working toward another
model: bringing business representatives
into its EOC instead of having a separate
facility for business. This is similar to lowa’s
model, in which private-sector liaisons are
trained to respond to both the state and
county EOCs when necessary. There, they
help identify private-sector resources that
could help and facilitate communication
to and from the business community.

Local governments as well as state
governments can create partnerships with
the private sector. When there’s a disaster,
the ReadySanDiego Business Alliance
offers private industries a sort of social
media website that provides real-time
information on the status of local roads
and utilities. Businesses also can commu-
nicate with one another on the site.

“They can make the decision about
whether they need to shelter their employees
in place or send them home,” said Leslie Luke,
group program manager for the County of
San Diego Office of Emergency Services.

San Diego has a private-sector desk at its
EOC. Initially in a disaster, the desk would
be staffed by someone from the Emer-
gency Services Office, but private-sector
representatives are also being trained to
operate it. In addition to monitoring the
online site for questions from the busi-
ness community, that person would also
check the status of certain business sectors,
such as grocery stores and pharmacies.

The private sector is also exploring ways
to coordinate with government. Target, for
example, has created a corporate command
center that handles international plan-
ning, response and recovery efforts.

“We have a long-term history of
being committed to building strong,
safe communities,” said Bryan Strawser,
senior group manager for global crisis
management at Target. But the 2005
hurricanes caused the company to make

crisis management a strategic priority
rather than just focusing on response to
specific incidents, from fires to power
outages. Target has relationships with
public safety and emergency manage-
ment institutions at all levels of govern-
ment. The communication goes in both
directions: “Our information helps them
understand the impact on the busi-
ness,” Strawser said. And government’s
information helps Target respond.

For example, when tornadoes hit
Alabama last year, information flowed
between Target and federal and state
emergency management officials. This
kind of information flow helped Target
to know the state’s recovery plans, which
in turn “informed our view of how to
recover our business operations,” he said.
And Target was able to tell state officials,
for instance, how soon they’d be able to
reopen grocery stores in affected areas.

“Our ability to move quickly helped
our business recover more quickly,
but it also lifted some of the load off
the public sector;” Strawser said.

Scaling Up to the Future
The future of BEOCs may include one
at the national level. FEMA simulated a
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national BEOC — with frequent emails and
daily conference calls with business commu-
nity representatives — during the 2011
National Level Exercise, which simulated

an earthquake on the New Madrid fault.

FEMA, which started a private-sector
office as part of its post-Katrina reform,
has already set up a private-sector
representative program. Members of
the private sector work in the agency’s
National Response Coordination Center for
90-day rotations. FEMA also has private-
sector liaisons in each regional office.

Dan Stoneking, director of FEMA’s
Private Sector Division, said the agency is
looking at how to develop a national BEOC,
though it wouldn’t necessarily be called
that. National resources could be used to
fill gaps that couldn’t be filled locally. If a
disaster exceeds the capacity of local and
state assets, Stoneking said, a national BEOC
could coordinate with national companies
to help provide supplies and commodi-
ties to help the community recover. That
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could include communications, trans-
portation, food, supplies and more.

In addition, he said FEMA has rewritten
its grant language to make it easier for
states to use FEMA grants on public-
private collaboration.

There are possible drawbacks to public-
private collaboration. Some businesses
may balk at the idea of having a competitor
represent them in an emergency, for example.
But Haberl said that hasn’t been a problem in
Towa so far. “They’re not sharing trade secrets,”
she said. “They’re sharing best practices.”

It’s also important to ensure that
local governments understand what
businesses can provide. Haberl said
she’s had requests for volunteers from
the business community to help clean
up debris, something that’s outside the
scope of her organization’s work.

The goal of a BEOC is to shorten
the recovery time after a disaster and
reduce the consequences of the disaster
for all residents of an affected area,

Booth said. Local emergency managers
generally try to manage as much as
possible without calling on other govern-
ment branches, including FEMA.

During Hurricane Gustav in 2008,
emergency responders turned to local
restaurants to supply food. They found
out where roads needed to be opened
and utilities restored so that restaurants
could operate. The restaurants could then
prepare home-cooked meals for shelters.
The solution cost less and tasted better
than the ready-to-eat meals that the federal
government could supply — and it helped
local businesses get back on their feet.

“It’s important for us to recover our worker
base, our business base, get our neighbor-
hoods back open, our businesses back open,”
Booth said. “It affects everything else” ©

Margaret Steen is a regular contributor to
Emergency Management. msteen@newsguy.com
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Disaster Recovery

Emergency
managers
use the cloud
every day
without even
realizing it.

Moving to the Cloud

Cloud computing may sound like a cryptic IT term, but it can be beneficial

to disaster response.

By Valerie Lucus-McEwen | Contributing Writer

s technology continues to redefine
A emergency management practices,
the process of incorporating new
concepts into daily practice and planning
can be confusing. This is especially true if
the concept sounds mysterious and cryptic —
cloud computing often sounds complex
and bewildering.
The truth isn’t nearly that exciting.
Cloud computing is more like regressing
to the early days of network design. The
“cloud” in cloud computing was the symbol
network engineers used to illustrate unknown
domains and large networks of servers
located elsewhere. Using the power of other
computers somewhere on the Internet —
that’s what cloud computing is all about.
“Cloud computing is just hosted computer
services,” said Pascal Shuback, a program
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coordinator for the King County, Wash., Office
of Emergency Management. “It is simply using
the power of other computers on the Internet””

Emergency managers use a cloud every
day without thinking twice to: check email,
collaborate with applications like SharePoint,
access social and professional networks, watch
videos on YouTube, or use almost anything
from Google.

Cloud computing is not new. What is new
is how it’s being applied. What it can do for
emergency management is make the job a
lot easier.

Nick Crossley, manager of emergency
management and mission continuity for the
University of California, Davis, uses Microsoft
SharePoint as a collaborative planning tool
for events on campus. “I can set up discussion
boards, share documents or resource lists,”

he said. “I can control access to it, and all the
players in any event or incident can access it
anytime, from anywhere, on or off campus.”
Commercial incident management
software is also in the cloud. “We used
WebEOC as a cloud for communication and
emergency response between all the local,
regional and state emergency management,”
said Daryl Spiewak, former emergency,
safety and compliance manager for the
Brazos River Authority in Waco, Texas.

The Advantages

Like everything else, there are pros
and cons to delivering services via
cloud computing.

One big advantage is the cost. The
individual user needs only a terminal/
monitor/modem with some limited local
storage and access to the Internet. Commer-
cial software packages vanish in favor of
subscriptions to the programs or services
needed. The agency doesn’t need a room
full of servers, and IT departments shrink
because the data center doesn’t exist.

The end-user experience is certainly
less complicated. Compatibility problems
decrease, because software updates are
always current. Dependability increases
because services are maintained and available
remotely 24,7, no more waiting for desktop
support. Profiles remain consistent across
all devices, and “intelligent assistants” (think
Siri) can customize needed information.

There is a growing niche market for
specific industries. A service from Clio lets
lawyers manage their practice and commu-
nication with clients from the cloud. Oxford
University in England maintains a service to
give academic researchers a space for long-
term retention of their research data. Autodesk
has cloud-based tools for designers. The
Electronic Medical Records initiative replaces
doctors’ charts with terminals that allow
them to keep track of medical treatments
regardless of a patient’s physical location.

Now the Downside

As idyllic as it all sounds, there are
concerns about migrating to cloud
computing, like bandwidth. Think of
bandwidth as the Interstate Highway
System. The roadway is the network;
the wider the roadway, the more cars (or
data) can travel along it; more roadways



So-lu-tion - noun 1. the process of determining the answer to a problem.




© Disaster Recovery

(networks) mean more options for cars
(and data) to get from one place to another.
We have the interstate; we don’t have the
city streets. The downside is that public
infrastructure — physical or virtual — isn’t
a high priority in the U.S. these days.
Another concern is maintaining connec-
tions to a cloud. If the link is severed
because of a power outage, software crash,
or an earthquake or hurricane taking out
the local infrastructure, and the Internet
can’t be accessed, neither can the data or
applications stored there. Case in point
being the Microsoft Azure cloud service
failure on Feb. 29 that left customers world-
wide without access for several hours to
several days. This problem is easier to
solve: The answer is collaborating clouds.
Just like there are failover procedures in
data centers, there will be failover clouds.
Security is one of the chief road-
blocks to implementing cloud computing
systems, certainly for government agen-
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cies or any agency receiving federal
funding. Some of that may be resolved
with the Federal Risk and Authorization
Management Program (FedRAMP), which
will provide a standardized cloud certifica-
tion process across the federal govern-
ment and is set to be launched in June.
It is hoped that FedRAMP can address
some of the more frustrating complica-
tions. For example, Los Angeles excluded
its law enforcement departments from
the city’s new Google cloud-based email
system, because of claims that the company
couldn’t comply with the FBI’s Criminal
Justice Information Services policies.
Thin notebooks with Internet access
can be taken anywhere, used anywhere
and because they don’t contain much data,
can provide a level of security that doesn’t
exist today. Cloud computing would end
the stories about laptops with classified or
unencrypted information being stolen, like
the ones that were taken from NASA last

year that contained command and control
codes for the International Space Station.
Regardless, the biggest issue for
deployment is simply selling people on
the concept. There are IT techs, agencies
and ordinary people unwilling to move
data and applications to some remote
location they can’t see or touch. Whether
it’s a concern about privacy, distrust or
just plain stubbornness, keeping files
and programs in a cloud requires a shift
in mindset — like the one that pushed
the widespread adoption of the Internet.
And that might take some time.

Virtual Mission Continuity
For emergency management, cloud
computing’s biggest advantage can be summed
up in three words: virtual mission continuity.
Cloud computing reduces concerns
about whether the data center will survive
a disaster. Businesses and agencies are
good at copying and backing up data, but
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the real challenge is restoring the applica-
tions to keep essential services and critical
functions online. Entire servers, including
systems, applications and data can be
copied, backed up and be ready to activate in
another data center in a matter of minutes.
Employees can be sent to a location
that has Internet access and it is all still
there — accurate as of the moment the
disaster happened. Writing most of the
devolution section of a continuity of opera-
tions plan — how the agency will transfer
essential functions and responsibilities
to personnel at a different office or loca-
tion (and back) — becomes a no-brainer.
The best part is that cloud computing
is equally available to a small agency or
mom-and-pop business as it to big ones.
“One of the significant benefits of
using the cloud is that you can distribute
your personnel,” said Gavin Treadgold,
former director of the Kestrel Group, a risk,
continuity and emergency management

consultant group. “It makes it quite a bit
easier to have remote personnel contrib-
uting without the logistical overhead of
bringing them into a disaster zone”

Another mission continuity solution is
telecommuting. “The cloud is also helpful
when your team, which is normally in a single
building, is spread around residential homes
or suburban offices,” Treadgold added.

Applications and data house in a cloud
enable employees to work from remote
locations. It removes the burden of running
applications on a home computer, permits
virtual collaboration of documents and
allows real-time communication via instant
messaging or programs like Skype.

And isn’t it a short jump from that to a
virtual EOC? As universal broadband access
becomes commoner, an activated EOC can
be established in minutes and operated from
multiple remote locations simultaneously. It
maintains the flexibility and scalability inherent
in incident management systems, and makes it

easier to send and receive data or visual feeds
from the field.

Emergency managers pride themselves
on being flexible and resourceful. Cloud
computing is a tool that can enhance the
primary mission of ensuring that commu-
nities survive disasters. It offers increased
access to resources and faster response.

“The cloud is going to change the whole
mentality of emergency management,”
Shuback said. “Responders can be anyone
with connectivity, the public included. We
can regionalize our capabilities and create
virtual operation support teams composed
of the people able to support an event,
and it doesn’t matter where they are.” ©

Valerie Lucus-McEwen is a certified emergency
manager and certified business continuity profes-
sional. She also writes the Disaster Academia
blog for Emergency Management at www.
emergencymgmt.com/academia. vjlucus@aol.com
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ast year Delores Robinson, the
communications director for
Chicago’s Office of Emergency
Management and Communications (OEMC),
began a mission to expand citizens’ access
to emergency alerts — and it all started with
a business card.

Soon after Robinson took her position
in October 2011, OEMC Executive Director
Gary Schenkel showed her a business card
stamped with a quick-response (QR) code.
Each of these codes is a square-shaped
2-D bar code with a matrix
of symbols, and organiza-
tions encode them with data

. . THE YEAR DENSO
for public consumption. To
WAVE CREATED QR
access preset content — from
. . CODES, ACCORDING
websites, videos and adver-
. .. TO THE HANDBOOK
tisements to digital coupons
. OF AUGMENTED
— smartphone users simply
REALITY.

download a free code reader
app to their mobile device.

“The OEMC is always looking at
advances in technology in order to inform
our audiences on how to access emergency
preparedness information,” Robinson said.
“The more conveniently they can do it, the
more likely we feel that they will subscribe
to [NotifyChicago] and be prepared in the
event of an emergency.”

In Chicago’s case, Robinson started
creating QR codes that direct citizens to the
OR codes can be posted OEMC’s Web page for NotifyChicago, a free
on a multitude of surfaces city service that provides phone, text and

and when scanned, direct email alerts about local emergencies as well
smartphone users to as nonemergency events.

“We jumped on this QR code because it
took people immediately to the site rather
than having to go through the city’s website
on a PC or whatever,” Schenkel said. “They
can just take their smartphone, put it up to
the QR, and they’re right there to sign up.”

N )
C h I C a O S CO d e Personalized Notification
So how does NotifyChicago work? By

scanning a QR code with a smartphone, users

a specific website.

SHUTTERSTOCK.COM

The Windy City uses quick-response codes to bring awareness to the are taken to the NotifyChicago Web page,
NOtifg Chicago emergency alert tool. where they can register and create a personal

profile with an email address, home address,
By Hilton Collins | Staff Writer emergency contact and up to three phone

numbers. Citizens also specify the neighbor-
hoods for which they want to receive alerts
about and can refine their alert categories,
such as life safety, fire, weather, roadway and
utility accidents or disaster notifications.
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“It is one of our priorities to increase the number
of subscribers here in Chicago because it's an.
underutilized resource that we would like to bring

more awareness about.”

“Road closures, sporting events,
weather-related information — we have
approximately six [or] seven categories,” said
Yilmaz Halac, the OEMC deputy director
of enterprise applications for public safety.
“From our operations center, when they are
sending a notification, they pick a group.
Whoever registered for that group receives
those notifications.”

OEMC personnel send alerts to the contact
information that registrants entered in their
profiles on NotifyChicago, but the alerts aren’t
always hair-raising. One March 26 message, for
example, urged registrants to expect additional
traffic because the Chicago Bulls were playing
the Denver Nuggets at the United Center.

Registrants must
renew their subscrip-
tions annually, but
they receive reminders
when the expiration
date looms. Although
registration is free,
users could be charged

HOW MUCH MORE by their carriers for
DATA A QR CODE incoming messages
HOLDS THAN A depending on their data
TRADITIONAL BAR and voice plans.

CODE HOLDS. The OEMC began

using QR codes in
January 2012 as an avenue to bring more
awareness to NotifyChicago. According to
Robinson, Halac created the OEMC’s codes
using a free online QR code generator. “We
have not made any payments or any expense
from the city,” Halac said.

Emergency planning staff distributes
literature with QR codes printed on them at
community meetings and speaking events,
and Robinson plans to rollout more QR codes
during a NotifyChicago marketing campaign.
“Once the marketing campaign is officially
launched, it will be placed at bus shelters,
community billboards, newspaper ads and
things of that nature,” she said.

As of March 30, NotifyChicago had about
3,000 subscribers, but Robinson hopes the
marketing effort will boost the subscription
base. “It is one of our priorities to increase
the number of subscribers here in Chicago
because it’s an underutilized resource that we
would like to bring more awareness about,”
she said.

Although the QR codes are useful, they
don’t replace other forms of public engage-
ment. “The QR code is in addition to other
modes of communication that we have,”
Robinson said. “We want to keep our senior
citizen communities engaged. We want to
keep those non-smartphone users engaged
and receiving information as well”

Now and Then

According to the Handbook of Augmented
Reality, data capture manufacturing company
Denso Wave created QR codes in 1994 as
advanced bar codes. Their square shape
holds data horizontally and vertically, which
allows them to contain about 100 times as
much information as traditional, horizontal
bar codes hold. Organizations can generate
QR codes for free with legions of programs
like Kaywa and QRStuff.com or use an open
source tool to develop them.

Companies lure potential customers to
websites and marketing campaigns by placing
QR codes on magazine pages, brochures and
billboards, but at least one government uses
the square bar codes for public safety. In July
2011, the Texas Department of Transporta-
tion put QR codes on posters during the
Super Bowl to direct citizens to the state’s
anti-drunken driving campaign website.

Neither Robinson nor Halac have spoken
with other cities that are using the codes the
way the OEMC is, but they’re confident that
the technology will benefit Chicago’s needs. @

hcollins@emergencymgmt.com
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Dive/Rescue operations require top-of-the-line equipment. Brunswick
Commercial and Government Products builds trailerable Impact RHIBs and
unsinkable Boston Whalers specifically for dive professionals. Our boats
feature unsurpassed load carrying capabilities, dive ladders, removable
dive doors and ample equipment storage. Choosing BCGP to supply your
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when things are at their worst.

Walden University’s M.S. in Emergency Management program offers the
skills you need to make a greater difference not only in the preparation

of emergency response plans but also in their effective execution should

a disaster occur. Our online program helps you excel as a leader, whether
you're shaping public policy, training response teams, or collaborating with
first responders in the field. You can also earn certificates from FEMA’s
Emergency Management Institute. As an accredited institution with more
than 40 years of experience in distance learning, Walden offers online degree
programs to help you advance your career and support your community.

Learn more at WaldenU.edu/msem
or call 1-888-242-6710.

WALDEN UNIVERSITY
A higher degree. A higher purpose.

Find information on costs, occupation types, completion rates, and median
loan debt for this program at www.WaldenU.edu/programdata/msem.
Walden University is accredited by The Higher Learning Commission and a member of the North Central Association.

o
A MEMBER OF THE LAUREATE INTERNATIONAL UNIVERSITIES NETWORK ||
www.ncahlc.org . ’
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Education Directory

Emergency Management Master’s Degree or Certificate Programs

INSTITUTION

PROGRAM

CONTACT

PHONE

EMAIL

Adelphi University
Arkansas Tech University

American Public University System

Andrews University

Anna Marie College

Benedictine University

Arizona State University

Boston University School of Medicine
Capella University

CSU Long Beach

Columbian Southern University
Eastern Kentucky University

Eastern Michigan University

Elmira College

Fairleigh Dickinson University
Florida State University
George Mason University
George Washington University

Georgia State University

Grand Canyon University
Hawaii Pacific University

Indiana University Purdue
University Indianapolis

Jacksonville State University

John Jay College

Loma Linda University

Louisiana State University

Lynn University

Massachusetts Maritime Academy
Metropolitan College of New York
Millersville University of Pennsylvania
New Jersey Institute of Technology
New York Medical College

North Dakota State University

MS Emergency Management or Graduate Certificate in Emergency Management
MS Emergency Management

Masters in Emergency and Disaster Management
or Graduate Certificate in Emergency and Disaster Management

MS Social Work w/Emergency Preparedness Emphasis
or MS Administration in Community and International Development

MS Emergency Management

Master of Public Health and/or Certificate in Disaster Management

MS Emergency Management

MS Healthcare Emergency Management

Master of Science in Public Safety with Emergency Management Specialization
MS Emergency Services Administration

MS Emergency Services Management

MS Safety, Security and Emergency Management

Master in Liberal Arts in Technology- Emergency Management

MS Emergency and Disaster Preparedness Management
and Advanced Certificate in Emergency and Disaster Preparedness Management

Master of Administrative Science with Graduate Certificates

MPA w/Emergency Management Specialization

MPA Emergency Management & Homeland Security Concentration

MS Engineering Management with a focus in Crisis, Emergency and Risk Management

MPA with a Concentration in Emergency Management
or Master of Public Policy with a Concentration in Disaster Policy
or Graduate Certificate in Disaster Management

MS Leadership w/ Emphasis in Disaster Preparedness and Executive Fire Leadership
Graduate Certificate in International Disaster and Emergency Management

Graduate Certificate in Homeland Security and Emergency Management

MPA with a Concentration in Emergency Management
or Master of Science in Emergency Management

MS in Protection Management with Concentration in Emergency Management
or Master of Public Administration with Concentration in Emergency Management

Graduate Certificate in Emergency Preparedness and Response

Graduate Minor in Disaster Science and Management

Master of Science in Administration/Specialization in Emergency Planning

Master of Science Degree in Emergency Management

Master of Public Administration Degree in Emergency and Disaster Management

Master of Science in Emergency Management

Masters in Interdisciplinary Studies w/Emergency Management & Business Continuity Concentration
Graduate Certificate Emergency Preparedness

Masters Degree in Emergency Management

Abraham Levinson
Ed Leachman

Thomas D. Phelan

Mioara Diaconu

Dr. Susan Swedis
Georgeen Polyak
Dr. Danny Peterson
Patty Jones
Micheal A. Kemp
Dr. James Koval
Nick Lees

Thomas D. Schneid
Gerald Lawver

Angela Wood

Ronald Calissi
Janet D. Dilling
Paul Posner
Greg Shaw

William L. Waugh, Jr.

Ashley Macri
Dr. Carlos Juarez

Thomas Stucky

Dr. Barry Cox

Dr. Norman Groner

Ehren Ngo

Patrick Hesp

Katrina Carter-Tellison
Robert Walsh

Ali Gheith

Sepideh Yalda
Michael Chumer
Michael Reilly

Dr. Daniel Klenow

516-877-3400

479-964-0536

877-468-6268

269-471-6675

508-849-3382

630-829-6217

480-727-1100

617-414-2315

612-372-9976

562-985-7489

800-977-8449 x1311

859-622-2382

734-487-3170

607-735-1825

201-692-7171

850-644-9961

703-993-3957

202-994-6736

404-413-0119

800-800-9776

808-566-2493

317-274-3462

800-231-5291 x5926

212-237-8834

909-558-8519

225-578-6244

561-237-7412

508-830-2114

212-343-1234 x2205

717-872-3631

973-596-5484

914-594-4919

701-231-8925

Alevinson@adelphi.edu
eleachman@atu.edu

tphelan@apus.edu

mioarad@andrews.edu

sswedis@annamaria.edu
gpolyak@ben.edu
DRP@ASU.EDU
psterlin@bu.edu
Micheal.Kemp@Capella.edu

jekoval@csulb.edu

nick.lees@columbiasouthern.edu

Tom.schneid@eku.edu
skip.lawver@emich.edu

awood@elmira.edu

calissi@fdu.edu
jdilling@fsu.edu
pposner@gmu.edu
glshaw@gwu.edu

wwaugh@gsu.edu

ashley.macri@gcu.edu
cjuarez@hpu.edu

tstucky@iupui.edu

bcox@jsu.edu

ngroner@jjay.cuny.edu

engo@llu.edu
pahesp@Isu.edu
KCarter-TEllison@lynn.edu
dce@maritime.edu
agheith@MCNY.edu
cdre@millersville.edu
chumer@njit.edu

michael reilly@nymc.edu

Daniel.Klenow@ndsu.edu
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Shannondor Marquez | Graduate, School of Public Service & Health

AMU is proud of our graduates’ success. A retired Sr. Chief Petty Officer,
Shannondor combines education with 28 years of experience to help lead
emergency operations at Naval Medical Center Portsmouth. Like 40% of
our graduates, Shannondor chose AMU to pursue his master’s based on

American academic quality and the caliber of its faculty.
Military Ty _
AMU University »-k" Learn More at www.PublicSafetyatAMU.com/EM

What's This? AMU-QR.com

Art & Humanities | Business | Education | Management | Public Service & Health | Science & Technology | Security & Global Studies



Education Directory

Emergency Management Master’s Degree or Certificate Programs (Continued]

INSTITUTION

PROGRAM

CONTACT

PHONE

EMAIL

Norwich University

Nova Southeastern University

Oklahoma State University

Park University, Hauptmann School
for Public Affairs

Pennsylvania State University World Campus

Philadelphia University

Saint Louis University

Southern Connecticut State University
Texas A&M University

TUI University

Tulane University

University of Central Florida
University of Chicago

University of Colorado at Denver

University of Delaware

University of Denver

University of Findlay

University of Massachusetts Boston

University of Maryland, Baltimore County
University of Maryland University College
University of New Orleans

University of Nevada at Las Vegas
University of New Haven

University of North Carolina at Charlotte
University of North Carolina at Pembroke
University of North Texas

University of Puerto Rico, School of Law

University of Richmond

University of South Florida
University of Southern Mississippi

Virginia Commonwealth University

Master of Science in Business Continuity Management Online

Master of Human Services in Child Protection w/ Emergency Preparedness
for Vulnerable Populations Specialty Track or Master of Science in Criminal Justice with
Specialty Track in Emergency Preparedness Leadership

Master of Science in Fire and Emergency Management Administration

Disaster and Emergency Management Concentration within the Master of Public Affairs Degree

Graduate Certificate in Disaster Preparedness
Master of Science in Disaster Medicine and Management

MS Biosecurity and Disaster Preparedness
or Graduate Certificate in Biosecurity and Disaster Preparedness

Online Graduate Certificate in Emergency & Disaster Management

Graduate Certificate in Environmental Hazard Management

Master of Science in Health Sciences with a Specialization in Emergency and Disaster Management

or Graduate Certificate in Emergency and Disaster Management.

Master of Science in Disaster Resilience Leadership Studies

Graduate Certificate In Emergency Management and Homeland Security
Master of Science in Threat and Response Management

Graduate Program in Emergency Management and Homeland Security

Master of Environmental and Energy Policy
or MSin Disaster Science and Management

Masters in Security Management with a Specialty Option and Graduate Certificate

Masters Degree in Environmental Safety and Health Management w/
Emphasis in Emergency & Disaster Management
or Masters Certificate in Emergency and Disaster Management

Global Post-Disaster Studies Graduate Certificate with focus on Reconstruction
with Vulnerable Populations

Graduate Certificate in Emergency Management

Master of Science with Specialization in Emergency Management

Master of Public Administration with Hazard Policy Specialization

Master of Science in Crisis and Emergency Management

Emergency Management Master’s Certificate Program

Master of Public Administration with Emergency Management Concentration

Emergency Management MPA Concentration

Master of Public Administration w/Specialization in Emergency Administration and Planning
Center for the Study of Disaster Law and Policy Center

Online Master of Disaster Science degree (Thesis Track)
or Online Master of Disaster Science degree (Professional Track/Non-Thesis)

Graduate Certificate in Disaster Management

Graduate Certificate in Disaster Studies

Master of Arts Degree and Graduate Certificate in Homeland Security and Emergency Preparedness

John Orlando

Gloria Zimmerman

Dr. Anthony Brown

Jeffery A. Hartle

Mr. Erin Douglas Cooley
Jean B. (Will) Bail

Larry Bommarito

Scot Phelps
Michael K. Lindell

Ms. Jasmine Khong

Vicky Lattone
Dr. Claire Knox
Marsha Hawk
Lloyd Burton

Young-Doo Wang
Sue McNeil

Ronald D. Carter

Dr. Timothy J. Murphy

Adenrele Awotona

Rick Bissell

Dr. Irmak Renda-Tanali
Dr. John J. Kiefer
Christine Gibbs
Wayne E. Sandford
James W. Douglas
Nicholas Giannatasio
Dr. Bob Bland

Joseph 0. Prewitt Diaz

Leigh Anne Giblin

Dr. Wayne Westhoff
Tom Osowski

John Aughenbaugh

802-485-2729

954-262-1663

405-744-5606

660-441-1976

814-865-5958

215-951-2871

314-977-8135

212-444-205¢7

979-862-3969

714-226-9840

504-314-7057

407-823-2604

773-702-0460

303-315-2482

302-831-8405
302 831 0760

303-871-:3491

419-434-4588

617-287-7116

410-455-3776

240-684-2435

504-280-3842

702-895-4835

203-479-4891

704-687-4532

910-521-6531

940-565-2165

787-999-9561

804-287-6897

813-974-6621

228-214-3297

804-828-8098

jorlando@norwich.edu

zgloria@nova.edu

osu-femp@okstate.edu

Jeffery.hartle@park.edu

edc12@outreach.psu.edu
bailj@philau.edu

bommarlg@slu.edu

phelpss1@southernct.edu
mlindell@archone.tamu.edu

infochs@tuiu.edu

vlattone@tulane.edu
cknox@mail.ucf.edu
mhawk@uchicago.edu
lloyd.burton@cudenver.edu

youngdoo@udel.edu
smcneil@udel.edu

Ronald.Carter@du.edu

murphy@findlay.edu

Adenrele.Awotona@umb.edu

Bissell@umbc.edu
irenda-tanali@umuc.edu
JKiefer@UNO.edu
Christine.springer@unlv.edu
wsandford@newhaven.edu
jwdougla@email.uncc.edu
Nicholas.giannatasio@uncp.edu
mpa@unt.edu
centrodesastreupr@gmail.com

lgiblin@richmond.edu

wwesthof@hsc.usf.edu
Tom.Osowski@usm.edu

jmaughenbaug@vcu.edu
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# Product Spotlight

TAC-PAK

Developed by 308 Systems of Fort
Collins, Colo., the TAC-PAK is a mobile,
multiuser command center that’s the
size of a briefcase. The lightweight,
battery-powered, portable commu-
nication platform with full wireless
communications functionality is
integrated into a small suitcase. The
TAC-PAK enables users to perform
traditional emergency incident
communications functions in the

field. In addition to single TAC-PAK Turn- Keg Water

applications, an agency working The DIVVY Emergency Water System makes it easy to set up and deliver 2,500 gallons of clean drinking

at a distributed incident could also water per day. The DIVVY 250 provides everything needed for the collection, disinfection, distribution and
deploy a multiuser Internet connec- transport of emergency water. The system is designed to be quickly transported to the site and assembled
tion and virtual wide area wireless in less than 30 minutes, without the need for tools or heavy equipment. The DIVVY doesn’t rely on power,
network. www.308systems.com weighs 177 pounds and packs into three suitcases. www.emergencywatersupply.com

SANDBAG REPLACEMENT?

Tiger Dams are a water-filled bladder flood control
system that join together to form a barrier of any
length and can be stacked from 19 inches to 32 feet

in height. US Flood Control Corp.’s Tiger Dams fill

in minutes with minimal man power and no heavy
equipment. Each tube weighs 65 pounds when empty
and 6,300 pounds when filled with water. The tubes

roll up for easy storage after each

deployment, and each Tiger Dam =13
replaces up to 500 sandbags.
www.usfloodcontrol.com
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# Eric’s Corner

Valuing Volunteers

hen I started working on the civilian
W side of emergency management, I had a
limited vision of what volunteers could
do to support emergency management func-
tions before, during and after a disaster. Now I'm
a fervent advocate for volunteers to the point
that I'm not sure there’s anything they can’t do.

I came to this realization during an earth-
quake training exercise at the Washington state
EOC, which was staffed with amateur radio
operators. I don’t want to seem discrimina-
tory, but I'm guessing these folks were in their
70s or 80s. Because of the workload during
the exercise, I was afraid I'd be responsible for
killing one of them. But we survived, and it
provoked thoughts of how volunteers would be
needed to support a lengthy, 24/7 communica-
tions operation when the “Big One” hits.

USING VIRTUAL VOLUNTEERS IS THE NEXT STEP IN
THE EVOLUTION OF INCORPORATING VOLUNTEER
TECHNICAL EXPERTISE AND EXPERIENCE.

ERIC HOLDEMAN IS THE
FORMER DIRECTOR OF THE
KING COUNTY, WASH., OFFICE
OF EMERGENCY MANAGEMENT.
HIS BLOG IS LOCATED AT
WWW.DISASTER-ZONE.COM

MAY / JUNE_2012

My concept of disaster volunteers expanded
greatly when I arrived at the King County,
Wash., Office of Emergency Management,
where there already was a nucleus of volunteers
called the EOC Support Team. The original
crew had about 10 members and that expanded
to more than 40 when I left King County
11 years later. The volunteers came with a high
degree of experience and technical expertise
in radio systems, automation and manage-
ment. They helped wherever their skill sets
matched up, such as answering phones,
helping to develop situational awareness and
leading coordination or logistics efforts.

By Eric Holdeman

By the time I left King County, EOC Support
Team members could lead various sections of
the EOC response and fulfilled key roles within
the operations center. This was made possible
because of an active training calendar and
members’ availability for EOC activations, which
gave them the necessary experience to function
well in a technologically sophisticated EOC.

Using virtual volunteers is the next step in the
evolution of incorporating volunteer technical
expertise and experience. CrisisCommons and
other such virtual organizations have responded
to numerous disasters and contributed vastly to
emergency management efforts to develop situ-
ational awareness and a common operating picture,
proving that physical presence is not necessary.

Then there are the spontaneous volunteers
who show up at disaster sites to help, and whose
efforts are now being fostered and organized
by social media. Rather than a hodgepodge of
people and organizations, there now exists the
ability to have a coordinated volunteer effort that
maximizes the resources of volunteer disaster
organizations — like the Red Cross, Salvation
Army and Mennonites — and combines them
with individuals who are self-connected and
loosely affiliated via social media channels.

This ability to mobilize volunteers has placed
emergency managers in the key role of orches-
trating not only the governmental response, but
that of volunteers too. This requires 21st-century
emergency managers to consider themselves
as those who provide direction, rather than
trying to control every aspect of what’s going on
in a response and recovery effort. The scale of
mega-disasters is now too large for a command
and control mentality. To achieve the maximum
amount of effort, emergency managers must
give up control to become more effective. ©
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RAPHAEL M. BARISHANSKY
IS CHIEF OF PUBLIC HEALTH
EMERGENCY PREPAREDNESS FOR

THE PRINCE GEORGE’S COUNTY, MD.,

HEALTH DEPARTMENT.

MAY / JUNE_2012

ollowing the 2001 anthrax attacks — and
with the recognition that all responses to

public health emergencies begin at the local
level — Congress appropriated the necessary funding
for the Centers for Disease Control and Prevention
(CDC) to improve the disaster preparedness capabili-
ties of public health departments nationwide.

Public health preparedness programs have
distinct responsibilities, can be found in large
and small health departments across the U.S.,
and traditionally derive their funding through the
federal government’s Public Health Emergency
Preparedness (PHEP) cooperative agreement
program. An additional component of these agree-
ments is funding for the Cities Readiness Initiative
(CRI), which helps state and local jurisdictions
draw emergency medical supplies from the CDC’s
Strategic National Stockpile, and focuses on the
brass ring of public health preparedness, specifi-
cally mass dispensing.

This dedicated funding — distributed by the
PHEP grants — was and is specifically intended
for use by states, territories and major U.S. cities
throughout the nation. In most cases, the funding
is provided to states and then distributed to
local jurisdictions.

Since the initial allocations, there has been a
steady decline in this particular funding. Mean-
while, the demands on public health emergency
preparedness planning, preparedness and response
capabilities, and workloads continue to increase
— and have expanded to included areas such as
pandemic preparedness, mass fatality planning and
volunteer management.

While local health departments’ prepared-
ness programs have received some additional, but
limited, support from other sources, those funds
also have been declining. In 2007, 46 percent of
the nation’s local health departments reported

By Raphael M. Barishansky

receiving some financial support from local, city or

county funds; that number dropped to 29 percent

in 2009, however, and continues to decrease.

According to a December 2011 report issued
by the nonprofit Trust for America’s Health, the
cutbacks in this vital element of public health systems
are occurring at all three levels of government.

This same report identified a number of key
programs considered to be “at risk” due to continued
cuts in federal public health emergency prepared-
ness funds. More specifically:

* Of the 72 cities participating in the CRI, 51 are at
risk of being cut from a program that supports the
ability of cities to rapidly distribute and administer
vaccines and medications to a large number of
people during unforeseen emergencies.

e All10 of the state laboratories currently possessing
“Level 1” chemical testing capabilities are at risk
of losing their top-level status — a downgrade that
would leave the CDC with the only public health
laboratory in the country possessing the full ability
to test for chemical terrorism and accidents.

« Twenty-four states are at risk of losing the support
provided by career epidemiology field officers,
which are CDC experts assigned to state health
departments to supplement state and local efforts
to prepare for and respond to various disease
outbreaks and other medical disasters.

What all of this equates to is fewer dedicated
public health emergency preparedness personnel,
fewer resources such as laboratories and fewer
exercises to test a health department’s prepared-
ness, to name a few. More succinctly, these cuts
will impact public health readiness on a grand
level. In times of crisis, any reduction in capabili-
ties caused by underfunding public health opens
the nation to overburdened health-care systems,
overwhelmed response systems and overloaded
communication systems. ©



www.usa.siemens.com/buildingtechnologies

Safety and security that’s delivered
with intelligence and efficiency.

With complete fire and security solutions, Siemens provides you
one source to address today’s priorities and tomorrow’s challenges.

Across America, security and life safety requirements are as
varied as the people, facilities and assets they are designed
to protect. At Siemens we offer a comprehensive portfolio of
products, solutions and services that help you address any
challenge. Whether you need specific equipment or services
to maintain operations in a cost-effective manner, or require

advanced technologies, we are the one source with industry-
leading solutions and a vision to match.

That vision comes from our experienced fire and security
professionals who understand your business, industry, codes
and regulations for both life safety and security. Supported by
the unmatched integration capabilities and building technology
expertise of Siemens, they help you identify the best solution
to meet today’s needs and stay a step ahead of tomorrow’s
challenges. The result is a higher level of protection delivered
efficiently and intelligently from one safety and security

leader, Siemens.

Answers for infrastructure.



VERIZON HAS THE EXPERIENCE, NETWORK AND STRATEGIC ALLIANCES TO HELP
YOU MAKE A DIFFERENCE FOR YOUR AGENCY.

T VERIZON SOLUTIONS FORPUBLIC SAFETY Verizon enables innovative Advanced Communications solutions that facilitate
| Il MONITORING & CONTROL T interoperability, allowing your agency to exchange critical information between public
| safety agencies, doctors in facilities and emergency responders in the field. Verizon

[-MOBILE PUBLIC SAFETY . technology can help your team access the data they need to manage situations more
S . L = efficiently, keeping them more informed and better prepared to respond. With a suite
- . of public safety solutions and the security and reliability of America’s largest 4G LTE
-\ - 1 network, Verizon helps your agency serve more effectively than ever before.
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3 CTION
CASE STUDIES

4 FIELD SOLUTIONS
4 Tag Capture Technology Helps Boost Budgets in Sarasota
6 Toughbooks Mobilize Modern Law Enforcement Agency
8 Rocket Mobile Gateway Enhances Field Productivity
9 Police Officers’ Wearable Cameras Capture Crucial Information

10 DIGITAL EVIDENCE MANAGEMENT
10 Evidence Management Software Streamlines Police Work
11 Image Tools Refine, Clarify Evidence
12 The Digital Evidence Management Lifecycle

14 BEHIND THE SCENES
14 Citizen-Generated Reports Save Time and Money for Seattle Police
15 Advanced Authentication
15 Shoring Up Your IT Infrastructure

The terms and conditions of the product sales are limited to those contained at COW*G's Web site at CDWG.com. Notice of objection to and rejection of
any additional or different terms in any form delivered by customer is hereby given. Celeron, Celeron Inside, Centrino, Centrino Inside, Centrino Logo, Core
Inside, Intel, Intel Logo, Intel Core, Intel Inside, Intel Inside Logo, Intel Viiv, Intel vPro, Itanium, Itanium Inside, Pentium, Pentium Inside, Viiv Inside, vPro
Inside, Xeon, and Xeon Inside are trademarks of Intel Corporation in the U.S. and other countries. AMD, the AMD Arrow logo, AMD Opteron, combinations
thereof, are trademarks of Advanced Micro Devices, Inc.

What is.a CDW-G.
Solution Guide?

At CDW*G, we're committed to
getting you everything you need to
make the right purchasing decisions
— from products and services to
information about the latest technology.
Our Solution Guide is designed to
provide you with an in-depth look at
topics that relate directly to the IT
challenges you face. Consider it an
extension of your account manager's
knowledge and expertise, to help your
organization succeed. We hope you
find this guide to be a useful resource.

To learn more about interoperable
communications for public safety, visit
the21stcenturycommunity.com.



INTRODUCTION

PUBLIC SAFETY IT

Stories of success in contemporary law enforcement

the years, as has its role in the modern workplace.

However, one could argue that technology has the
potential to transform public safety even more than it does
a traditional office environment. Saving time and increasing
efficiency in a law enforcement setting can potentially impact
the safety of an entire community. An officer who can spend
increased time patrolling the streets can offer more protec-
tion for citizen safety than one who must devote hours to
completing paperwork back at the station.

In Union City, Calif, Commander Kelly Musgrove has observed
the technology evolution during his career with the police force,
witnessing first hand a shift in tools from a radio and a pad of
paper to a well-equipped mobile technology center. “Over the
25 years I've been doing this job, technology has advanced leaps
and bounds. Now officers have basically a rolling workstation —
a fully functional office out there in the field,” Musgrove says.

Ruggedized laptops are now commonplace in police ve-
hicles, allowing officers to gather critical situational aware-
ness data that helps them do their jobs. Electronic capabilities
for accessing key law enforcement information resources,
coupled with evolving field reporting options, heightens ef-
ficiency and productivity — which equals safer communities.

Advances in consumer-grade camera and video recording
equipment have many law enforcement implications as
well. Public safety professionals are documenting citizen
interactions, vehicle collisions, witness interviews, crime
scenes and more with sophisticated, higher-resolution
equipment. License plate recognition software captures
vehicle license and tag data at high speeds, providing
valuable information that drives enforcement decisions.
In-vehicle cameras document activities of police performing

T echnology in law enforcement has evolved through

et

SHUTTERST

vehicle stops, and wearable cameras offer a more comprehen-
sive view into all officer-citizen interactions.

These new image-capturing technologies generate
increasing amounts of digital evidence — and that evidence
has to be well organized and accessible for court cases, news
releases and other uses. This complex environment explains
the rise in digital evidence management solutions.

“"CDW:G handles all of our technology needs. If we have
a problem with a vendor, they work as an intermediary
between us and the vendor to make sure that we get it
resolved. They actually go the extra mile to make sure we
are satisfied. Plus, they always seem to beat the price.”

Christopher J. Fisher, MSCIS Information Technology Director, Conyers, Ga.

Back-end IT infrastructure is growing increasingly important
as public safety officers become more productive in the field
and have new types of evidence to manage. State-of-the-art
wired and wireless networks allow officers to access the many
resources they need, when they need them. A robust, easy-to-
manage storage environment keeps digital resources accessible.
The proper security protocols ensure technology resources,
so central to the functions of modern law enforcement, are
protected with rigorous diligence.

Economic challenges continue to impact public safety
agencies’ ability to effectively manage this broad spectrum
of challenges. Many are turning to reputable, experienced IT
advisors to help build out these capabilities in their agencies,
and maximize the effectiveness of their existing staff. They are
finding that technology, thoughtfully employed, can position
their agency for success today and in the future.
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NDER THE RADAR

Tag Capture Technology Helps Boost Budgets in Sarasota

n any given day in Florida, there
are approximately 1 million drivers
on the roads with suspended

licenses and 1.5 million vehicles operating
with expired license tags. These individu-
als might manage to fly under the radar
of law enforcement for months or even
years by rigidly adhering to traffic laws.
But license plate recognition software
(LPR) is changing that, enabling police
officers to cite or apprehend individuals
who may be a threat to public safety —
and collect hundreds of thousands of
dollars owed to the government.

Here's how it works: In the city of
Sarasota, Fla., Officer John Lake gets
into his patrol car and pulls away from
the police station. Within seconds,
an audible alert from his LPR system
sounds, identifying a driver in a nearby
vehicle with a 10-year driver's license
revocation for a DUI. Lake seizes the
vehicle and arrests the driver. In Sara-
sota, each citation issued for driving on
a suspended license costs the driver
$166. Vehicle seizures are more costly
at $500 each. Over a period of 18
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months, the city of Sarasota generated
approximately $280,000 in gross rev-
enue — money that is always welcome,
especially during lean budget years.

On a typical shift, Lake reports that
about 1,500 tags are captured by the
system. At last count, the system had
information for about 900,000 tags.

The Sarasota Police Department
(SPD) purchased its first LPR system
in 2008, and added one more in 2010.
The LPR system operates in a marked
patrol car, with four cameras positioned
to capture the tags of vehicles in its
vicinity. When a tag is associated with a
stolen car or some other type of crime,
an alert pops up on the officer's screen,
prompting an immediate response.

Originally, the LPR system was used
mainly to aid in law enforcement efforts
for stolen vehicles, but Lake felt that there
might be additional untapped potential.
He contacted the state's Department of
Motor Vehicles in Tallahassee, and over
a period of 18 months, was able to get
access to valuable new data. Thanks to
his efforts, SPD now has access to two

statewide databases — files for suspended
licenses and expired vehicle tags. This
new capability also benefits other law
enforcement agencies throughout Florida
that use LPR.

“The state now releases files every
morning, and they go into police depart-
ment servers throughout the state. When
| sign on in the morning, my computer
grabs all the updated files for suspended
licenses and expired tags,” Lake says.

Data captured on vehicles in the
area often prove useful for future
investigations as well — and can have
added investigative benefits.

Recently, SPD received a report of a car
that was stolen and later found burned to
the ground. Checking the LPR database
for the vehicle tag, officers discovered a
photo of it shortly before the report was
filed. Officers visited the house where the
vehicle was pictured, and spoke with a
resident who explained that the vehicle
was inoperable and belonged to a relative
who had been storing it there. Without
the data captured by the LPR system,
there was no link between the vehicle
and the residence, and law enforcement
would have been unable to prove this
suspected case of insurance fraud.
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The Security Division of EMC

RSA Secure Remote Access and Collaboration Solutions enable collaboration among
workers, partners and outsourcers while preserving security. The solutions allow
organizations to authenticate and establish users' identities, regardless of location,
before granting access toresources. Additionally, the solution provides the flexibility
to enforce policy and apply controls and the ability to monitor all users' activity once
they access the network.
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Axis network video solutions have been successfully implemented in multiple
government applications around the world. Based on open IP standards, they offer
a cost-efficient and future-proof surveillance platform that can be expanded with
growing needs. In addition they bring reduced investigation costs, cost-efficient
installation and maintenance, less vandalism,immediate Internet/network access
tolive andrecordedimages and ease of integration with other IP-based systems.
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Cisco Network managed switches provide all-in-one communication across data,
wireless, and voice support so you get one network that supports all your facility's
needs. Prioritize voice traffic or data exchange so delivery of informationis aligned
with your requirements.

@b

From powerful and secure notebooks to convertible and slate tablet PCs, HP offers a
wide range of mobility solutions. With ProtectTools Security Manager, datais secure
fromunauthorized access by using Smart Cards, TPM Embedded security chips, USB
tokens and other security technologies. These notebooks offer the latest in processing
power and are designed for durability. They are ideal for the on-the-go worker.

CDW:-G Terms and Conditions of Product Sales. The terms and conditions of product sales are limited to those contained
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delivered by customer is hereby given. CDW", CDW-G" and The Right Technology. Right Away." areregistered trademarks
of CDW LLC. People Who Get It is a trademark of CDW LLC. All other trademarks and registered trademarks are the sole
property of their respective owners.

The technology you need to support your
constituents.

Government IT departments face tremendous
pressure. You have to stave off security
attacks, guard against outages and keep
essential services running 24x7. You must
stay current with technology, and pursue

new tech projects that improve service to
constituents and make government more
streamlined and effective. And you have to do
it all within a tight budget.

We get it. It's why we carry everything from
comprehensive mobility solutions to robust
security solutions designed to help you fortify
your defenses and keep your organization
moving.

Visit the21stcenturycommunity.com
to learn more.

800.808.4239 | CDWG.com
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CASE STUDY

FIELD SOLUTIO

eastern end of the Virginia peninsula,

much of the population of more than
180,000 is linked to the large military
presence. This multi-cultural city is
home to Army, Air Force and Navy
facilities, as well as a complex collection
of law enforcement agencies.

Juan Luna, a business analyst with
the Newport News Police Department,
explains that until recently, there were
23 separate law enforcement databases
with different sets of information
maintained by local agencies. To address
this challenge and implement other
needed updates, city IT leaders decided
to upgrade from a mainframe system to
off-the-shelf software. "That decision
pushed the PD to build a whole new IT
infrastructure,” Luna says. The compre-
hensive upgrade would combine all the
disparate information sources into a uni-
fied records management system, which
Luna maintains.

I n Newport News, Va., on the south-
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CONNECTED COPS

Toughbooks Mobilize Modern Law Enforcement Agency

For the police department, the
upgrade had many other elements too:
moving to Microsoft products, upgrad-
ing servers and looking at options to
replace in-vehicle laptops. The force
tested many options for durability and
functionality, and ultimately settled on
Panasonic Toughbooks. The department
is replacing its current in-car laptops
with the Panasonics on a gradual basis
— about 20 at a time.

One big advantage the Toughbooks
offer is a built-in air card, which provides
enhanced wireless capabilities. Before,
officers could usually access necessary
applications within city limits, but rarely
outside of them. Now, officers enjoy the
same in-city functionality while training
in other areas. “Some of the officers go to
out-of-state conferences or FBI school,”
Luna says. “Now we can still give them
that virtual office environment.”

Newport News police use a Citrix
environment that pulls selected

applications from virtualized servers for
officer laptops. Officers have access to
several key sites they need to do their job,
such as municipal and state codes, court
information, sex offender lists, FBI data
and the local unified database. Strain on
internal IT staff is minimized with this
approach, as new resources can be pushed
out simply to the entire police force,
without having to make arrangements for
installation on individual machines.

In just one example, Luna explains
that school resource officers assigned
to specific districts and schools previ-
ously had to visit school premises and
log onto their computers to access
student data. Now the school has a
Web application that officers can
access from their own laptops. "Adding
the link to that Web client took about
20 minutes,” says Luna.

This centralized approach represents
less wear and tear on the laptops,
extending their useful life for the
department. "All we're really using is
the keyboard, the screen and the mouse.
The laptop doesn't have to pull graphics.
It doesn't have to use a lot of resources
because all the processing is done on
the servers. So the machine should last
longer,” says Luna. Security fears are as-
suaged as well. If the computer is lost or
damaged, the data is secure on remote
servers, not stored on the machine’s
hard drive.

“Overall, for our department to
provide this accessibility to resources, it
increases our operational readiness to
meet the demands of the community. It
saves officer time since they don't have
to come back to the precinct unless it's
roll call,” says Luna. “Ultimately, it
enhances services to the community."



IN-VEHICLE
TECH

|_| uTiuTy

Hosts secure Wi-Ficonnectivity to provide highly reliable broadband Internet
connectivity and the latest generation SiRFstarlll GPS. OnComm seamlessly interfaces
with abroad range of mobile applications such as AVailL RFID and AVaiL Diagnostics.

®

at your side

Brother offers the PocketJet full-page thermal printers which produce
high-resolution text, graphics and even pictures quickly, and require little tono
maintenance. Durable RuggedJet mobile thermal printers can be hung from a belt
or carried onashoulder strap and produce both documents and labels up to 4"
wide onsite quickly and easily via Bluetooth technology wireless connectivity.

Panasonic

TOUGHBOOK

Video Technology

Panasonic Security Video Systems provide durable mobile digital video technology.
These videorecording systems have been specifically designed to excelin the
demanding environments that law enforcement personnel face every day. Built with
legendary Toughbook reliability, this fully-integrated system offers exceptional
video capture, storage, transfer andis designed to work with back-end software for
seamless video management.

Notebook Productivity

Rugged Panasonic Toughbooks are an exceptional productivity tool for mobile
workers. With outstanding ergonomics, brilliant sunlight-viewable LED screens and
sealed all-weather design, you can work virtually anywhere.

Emergencies come in all shapes and sizes.
Equipping your emergency and first response
vehicles with rugged, mobile technology
delivers many benefits, including: the ability
for first responders to make more informed
decisions, better response times, enhanced
public safety and faster access to critical
information.

CDW.G's dedicated account managers
work with industry-certified specialists to
recommend mobile solutions and provide
a full suite of services to make your project

a success, including product demos and in-
vehicle installation.

CDW.G can help you get the right technology
for the job. Technology that permits your
agency to leverage all available data so that
emergency personnel are able to plan and
respond more effectively to emergencies —
no matter what size they may be.

Getac

Getac convertable tablets transforminto arugged tablet PCs with one quick rotation
of the display, performing flawlessly under extreme working environments where
weather conditions and physical abuse are unavoidable. Optional features including
QuadraClear display and built-in security features make Getac notebooks great for

any environment. Contact a CDW+G account manager to find out which Getacisright VISIt the21Stcenturycommunlty'com
for you. tolearn more.

800.808.4239 | CDWG.com

rmPEOPLE
@ WHO

GETIT




(. NIRANIAE FIELD SOLUTIONS

CONTINUOUS CONNECTIVITY &
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Rocket Mobile Gateway —=.
Enhances Field Productivity

8 |

t the Georgia International
Horse Park in Conyers, Ga.,
event vendors now have a new

way to connect to the Internet. Using
the Rocket from Utility, the city can
provide them with a wireless mobile
hotspot so they can conduct retail
business from anywhere within the
expansive 1,400 acre grounds.

But the primary motivation for
the city of Conyers' purchase was to
improve the connectivity and field
productivity of its police force, explains
Christopher J. Fisher, MSCIS, informa-
tion technology director.

“We're able to keep more officers out
there doing what they need to be doing
— patrolling and keeping the city safe
rather than having to come back to the
office to write reports. They can do all
that from the car now, so they really have
a true mobile office,” Fisher explains.

Conyers purchased a total of 59 Rocket
mobile gateway units, made by Utility, a
mobile resource management company
based in nearby Tucker, Ga. Full deploy-
ment was complete in February 2010.

Police officers benefit from these mobile
units' fast, secure broadband Internet and
wireless connectivity. The Rocket boosts
the reach of cellular coverage, providing
rapid access to information. Conyers field
inspectors and code enforcement officers
have added mobile capabilities too, thanks
to the Rockets.

Before equipping its police vehicles
with Rockets, officers in the field accessed
public safety software over radio airwaves
— an unreliable connection that severely
limited their field capabilities. “They were

CDWG.com/stateandlocal

just basically able to get calls and that was
it," Fisher notes.

Conyers piloted several other options
before choosing the Rockets. Air cards
alone routinely lost connections in
the city's dead spots, requiring time-
consuming rebooting once connectivity
could be re-established. Mobile access
routers improved speed in full cover-
age areas, but connectivity was still an
issue when a signal was unavailable.

Fisher explains that the Rockets offer a
roughly 80 percent improvement over their
previous environment, citing the external
antenna as helpful in boosting their signal
for faster, more continuous connectivity.
The fact that the units are wireless is a big
plus, too, given their limited IT staff.

“The Rockets are much more conve-
nient,” says Fisher. “It's hard to run cable
because of all the cages and equipment
in the police cars. It's easy to just drop
the Rocket into place and connect it. It's
not a lot of fuss and setup — it's basi-
cally plug and play. If we can streamline
a device like that, it makes our lives a
whole lot easier.”

Officers can now send and receive
email, complete reports in the field
and even use their Rocket-equipped

vehicles as mobile command posts,
since each unit can connect multiple
devices. This feature is indispensable
when officers are called to assist with
emergency response.

The Rocket's GPS features are
integrated with Conyers' CAD system,
which maps calls and tracks police
vehicles in the field, providing real-
time data on department resources.
The city also plans to deploy a
citywide camera system that will align
with the Rocket's capabilities, allow-
ing responders to focus resources on
incidents more quickly.

The city of Conyers made the Utility
Rocket purchase through CDW«G, with
whom they enjoy a long-standing rela-
tionship. Citing the company's superior
value and customer support, Fisher
describes working with CDW+G as “a
true partnership.”

“CDW:+G handles all of our technol-
ogy needs,” Fisher explains. “If we have
a problem with a vendor, they work
as an intermediary between us and
the vendor to make sure that we get
it resolved. They actually go the extra
mile to make sure we are satisfied. Plus,
they always seem to beat the price.”
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ARMED WITH VIDEO

Police Officers' Wearable Cameras Capture Crucial Information

ow do you increase police
H officer productivity, collect better

evidence and improve coopera-
tion from the public without spending
a fortune? For the police department
in Union City, Calif, the answer was
obvious: wearable cameras for all of-
ficers and detectives. The cameras are
a cost-effective alternative to in-vehicle
cameras, and they gather much more
data because they go with officers even
when they leave their vehicles.

The Union City Police Department is so
impressed with the cameras that it also
purchased them for its parking enforce-
ment staff, as well as a few spare cameras
in case they're needed in the future.

The cameras, made by the Seattle-
based company VIEVU, are usually worn
on the officer's chest, recording sound
along with video. They add date and
time stamps, and come with security
features and a file management system.

The Union City Police Department
purchased the cameras in 2009. “The cost
of an in-car video system at the time was
$6,000 to $7000 per car. A body-worn
camera was in the $900 zone,” says Kelly
Musgrove, commander with the Field
Operations Division in the Union City Police
Department. “So instead of us outfitting 30
police cars, | said ‘Why don't we outfit our
officers? Instead of getting only 10 percent
of what the officer is doing, why don't | get
the other 90 percent when they walk away
from the car? It was an easy decision.”

The department bought 80 cameras.
Officers activate the cameras only when
needed to avoid recording unnecessary
video. The cameras help the depart-
ment save time and be more productive.

For example, Musgrove related a story
about a citizen who had a complaint
against the department. Video from a
wearable camera clearly showed that
the allegations were false.

“I'had 23 minutes of video," says
Musgrove. “If | didn't have that video,
| would have had to do a full-blown
investigation, interviewing the involved
officers, using a lot of resources for
someone who just made a complaint to
try to get their case thrown away. The
video made my job a lot easier; | didn't
have to bring in officers on their days
off, or spend 15-20 hours of work on it.
| took care of it in half an hour.”

The cameras provide other benefits
as well. “We use the video for a lot more
than enforcement,” says Musgrove.
“We use it for interviewing people. It's
great for people giving you a statement.”
While officers aren't required to tell
people that the camera is recording, they
usually do tell them. That often makes
people more polite. “It has a way of
calming things down,” Musgrove says.

“It captures the moment,” he adds.
"Sometimes your victims are crying or
have injuries. Or someone is really
high on drugs. You can describe that
in a written report, but capturing it on
video and presenting it to the District
Attorney's Office is priceless.”

Another factor in the
selection of VIEVU was
the system behind the
cameras. Data storage,
file management, security
and search capabilities
with the technology met
and exceeded needs in

Union City. And it didn't need to upgrade
its infrastructure.

Musgrove cautions other agencies
considering the cameras to ensure
they too have a strong network
foundation to provide acceptable levels
of connectivity. Union City had this
in place prior to its camera purchase.
"We just used our existing network,”
says Musgrove.

Other departments have contacted
Union City to ask about the cameras.
"I've become the resource lately for
other cities,” says Musgrove. Other
nearby jurisdictions, and numerous
others across the country, are now
using the cameras as well. @
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arlsbad, Calif,, is a resort com-
C munity of 105,000 residents on

the Pacific coast between Los
Angeles and San Diego. In this idyllic
setting, the Carlsbad Police Department
is determined to retain a high level of
public safety. To achieve this, the depart-
ment has been strategically upgrading
its technologies in recent years.

New evidence management software
has been a valuable addition. “We were
getting increasing amounts of digital
evidence,” says Maria Callander, public
safety IT manager for the department.
“We had more photos and videos, and
we kept storing them on CDs in file
cabinets. And that was not the most
efficient way to do things. So when we
were looking for an evidence system, we
wanted one that would not only manage
our physical evidence, but would also
manage our digital evidence.”

The solution came from QueTel Cor-
poration. QueTel's software saves time
for officers and property staff, eliminates
paper and improves evidence security.
By streamlining and automating parts
of the evidence management process,
the solution has greatly increased the
department's efficiency in the handling
of physical and digital evidence.

The system puts all information for
physical and digital evidence into one
repository. It also provides a single user
interface for managing both types of
evidence. And because the software
is browser-based, officers can upload
digital evidence from any computer on
the department’s network — even from
their vehicles.

Authorized users can access, copy
and print images themselves instead of
waiting for property staff to complete
these tasks for them. This also reduces
the workload for property staff, who
previously had to share images, video
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(V. ANIDAA DIGITAL EVIDENCE MANAGEMENT

Evidence Management Software Streamlines

Police Work

and voice recordings by creating and
distributing CDs and DVDs.

Previously, officers had to fill out paper
forms related to evidence, and then
someone else would have to enter the
information onto a computer. QueTel's
system eliminates this duplication of effort,
as officers put in the data themselves.

“It has saved us a lot of hours in process-
ing photos,” says Callander. “And those
digital images play a very big part when
it comes to trying cases in court, because
when you're showing a jury a digital image,
a picture's worth a thousand words.”

A huge amount of data needs to be
managed. A homicide investigation, for
example, could generate thousands of
photos. Saving them digitally is much
more efficient than putting them on
CDs. "We also store audio files of inter-
views,” Callander says. "Detectives have
digital recorders, and the interviews with
suspects, witnesses or victims are also
easily uploaded into the system.”

The system streamlines the handling of
physical evidence too. Officers can enter
information about physical evidence from

their vehicles. When they're back in the
station, they simply print the barcode
associated with the data they've entered,
and place it on the evidence.

The Carlsbad PD has established a
unique cooperative relationship with
the San Diego District Attorney's office,
which leverages the QueTel system
over the secure joint network shared
by local law enforcement agencies. The
DA's office can now access the system
directly to check the status of physical
evidence, as well as view and download
digital evidence. This direct access
represents a significant time savings for
both agencies.

Security features ensure that original
images can't be altered. If an evidence
technician needs to enhance an image,
the original is kept intact and a copy is
made for the enhancement. A record is
kept of what changes were made, and a
log is kept of people who access the
evidence. It's a comprehensive system,
one that the department is happy to have
as it works every day to ensure public
safety in Carlsbad.
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WHAT'S NEXT?

Image Tools Refine, Clarify Evidence

imagery and video collected has
exploded. Nearly every smartphone
user is familiar with its camera and
video recording capabilities, and many
businesses have made investments
in surveillance cameras. All of these
sources are potential evidence when
a crime is committed: Consider a
skirmish between high school students
caught on video, an armed robbery
of a neighborhood convenience store
recorded on surveillance cameras or
an organized ring of retail shoplifting
observed by store overhead cameras.

I n recent years, the amount of

JOHN PENN

N

“We are doing a lot of work trying
to help law enforcement clarify
the evidence that's captured in
the various forms of media.”

John Penn, senior solutions architect in law
enforcement technologies, Adobe

Law enforcement agencies are
increasingly equipped with more
sophisticated still and motion camera
equipment themselves. Investigators
photograph crime scenes to capture
evidence and patrol officers document
events with video cameras positioned
on vehicles or clipped to their uniforms.

This imagery often becomes critical in
many kinds of investigations, and can
take center stage in related court cases.

Adobe’s production suite CS5 contains
a number of programs that are helping
law enforcement agents extract every
possible piece of useful information these
images and recordings contain.

"We are doing a lot of work trying
to help law enforcement clarify the
evidence that's captured in the various
forms of media. It could be surveillance
video that is grainy or too dark or too
bright, or audio with traffic noise in
the background,” explains John Penn,

a senior solutions architect in law
enforcement technologies at Adobe.
“We're not changing information.
We're just making what's already there
more visible.”

And this need pervades every level of
law enforcement, from the local police
department to military and international
organizations. "If you've got a surveil-
lance camera, it doesn't matter whether
it's a convenience store parking lot or a
battlefield. If you need to make a deter-
mination about who did something, the
same problems apply,” says Penn.

Adobe conducts various kinds of train-
ing to help law enforcement make the
most of the tools, explains Trip Gotelli,
senior business development manager at
Adobe. “We bring this technology in front
of law enforcement professionals and
expand their horizons on what's possible
with commercially available software.”

Gotelli and Penn caution that part of
their challenge is setting realistic expecta-
tions, which can be skewed based on crime
show plots that identify a suspect based

NEW TOOLS IN PHOTO, VIDEO
AND AUDIO ENHANCEMENT

Here's a look at some of the newest features
helping law enforcement make the most of their
images and recordings:
® Audio enhancement — Isolates and removes

disruptive background noise using sophisticated

editing and restoration tools

= Enhanced format support — Supports a wide
variety of still, video and audio file formats

* |mage stacking — Enables detail recovery
from dark video; reduces graininess and
unneeded noise

= Perspective crop — Changes perspective of
objects in images; brings an off angle object
into perspective for clarity

* Quantitative data extraction — Helps calculate
many kinds of measurements for still imagery and
video, including area, perimeter and distance

= Warp stabilizer — Makes motion video look like
it was shot from a tripod, removing jitter and
compensating for motion-related irregularities

on extremely limited evidence, such as a
photo of the reflection in the victim’s eye.
“I've been asked to get the letterhead
off of a letter that's across the room off a
surveillance camera. It would be great to
say ‘yes, but the answer is 'no.’ The piece
of paper is 10 pixels by 10 pixels and that's
simply not enough information,” Penn says.
Despite their limitations, these tools
often reveal valuable information that is
critical to investigations. Penn recounts a
recent case with surveillance video from
several locations where a group of indi-
viduals were stealing ATMs. The Adobe
technology helped remove “noise” from
the video, eventually identifying the
company logo on the vehicle, enabling
a positive I.D. on the van. @
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CDW+G CAN HELP YOU IMPLEMENT
THE RIGHT SOLUTION FOR YOUR AGENCY.

CDW?sG has a simple, yet comprehensive approach to technology
solutions that has been successful for a wide range of organizations.

Step 1: Engage Your Account Manager
Your CDW=G account manager and technology specialists will
work with you to assess your current environment and future needs.

Step 2: Assessment and Design

We begin by taking an environmental profile, which includes
examining your current technology environment, identifying gaps
and evaluating options that position your organization for the future.
Based on your profile and assessment, CDW=*G will provide a best-in-
class solution for your needs.

Step 3: Implement and Manage

CDW?:=G will work with you to design detailed configurations for
your future environment, drawing from best-in-class solutions from
our enormous in-stock inventory. We work with multiple vendors
to deliver a solution that fits seamlessly into your IT environment.
CDW?3G also offers complete software configuration and installation.

THE DIGITAL EVIDENCE
MANAGEMENT LIFECYCLE
Law enforcement agencies are collecting
2. TRANSPORT

Forward-thinking organizations are developing 3. MANAGE

standard operating procedures that ensure
this evidence is handled properly and

more digital evidence than ever before.

accessible when needed. Here are some
primary considerations for effectively
managing digital evidence:

1. Collect:
Photos, videos and forensics 1. COLLECT
2. Transport: 4. STORE
Networks, media and procedures AND
ARCHIVE
3. Manage:

Chain of custody, access and analytics

4, Store and Archive:
Media, policies, storage and infrastructure

5. Secure:
Encryption, backup and recovery 6. SHARE

6. Share: 5. SECURE

Web interface, kiosks, networks and
news outlets
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DIGITAL
MAN

New technologies to manage, enhance
and distribute evidence are helping law
enforcement agencies improve their
processes. Today the challenge for law

enforcement isn't capturing the evidence,
Adobe helps organizations thrivein a world where digital media is pervasive. Adobe

delivers solutions that let customers produce, distribute, and realize value from great but how to collect It' enhanceit and’ most
content, whether in media and publishing or digital marketing. See how Adobeis important, controlit. That requil‘es Systems

changing the world through digital experiences. o '
and policies to manage photo, video and
associated audio evidence.

£ imprivata : L
OneSign’ Public safety organizations need a case
Imprivatais aleading provider of authentication and access management ELIR AL tool that enables alead anaIySt

solutions for organizations. Imprivata OneSignis an appliance-based platform to assign selected pOFtiOI‘IS (o] digital media

that enables single sign-on technology throughout the network and allows t ht b dtot t tai

organizations toimplement innovative solutions for preventing a security breach. 0 €achteam member and to target certain
events for concentration while working as a

team to better process very large mediafiles.

Authorized _ L
Reseller Today, all of this is within reach.

A . . o Concentrating resources in the form of

pple offers an amazing lineup of mobility products to meet your organization'’s

needs — including theiPad, iPhone, iPod touch, MacBook Air and MacBook Pro money, people, hardware and software will

products. Apple's products offer easy, secure integration into existing environments 0 q

while providing great productivity and ease of use to your workers. enable organlzatlons toreachthenext Ieve"
realizing some very exciting audio and video

evidence management capabilities.

Microsoft

Microsoft Office 365 integrates the familiar Microsoft Office applications your
agency uses every day with cloud-based versions of Microsoft communication and
collaboration services — Microsoft Exchange Online, Microsoft SharePoint Online
and Microsoft Lync Online — to enable new levels of productivity.

MOTOROLA

Authorized Vaiue Added Reseller

These days there's little (if any) separation between work and personal lives. It's rare
for workdays to begin and endin an office, and you need a device that can work for
youin all situations. Motorola has more than one to choose from. Right out of the box,
these devices will easily connect with your office productivity tools, work with your
network and uphold your IT department's stringent security policies.

NETMOTION

WIRELESS

Mobility XE is mobile VPN software that maximizes mobile field worker productivity

by maintaining and securing their data connections as they move in and out of Visit the21stcentu rycommunity,com

wireless coverage areas and roam between networks. to Iearn more about CDW'G’S
comprehensive digital evidence
management solutions.

®
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800.808.4239 | CDWG.com
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CASE STUDY BEHIND THE SCE
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ike most public safety agencies,
L the Seattle Police Department is

working hard to provide services
despite budget and staffing issues
brought about by the recession. The
department has found new technolo-
gies to help maintain service levels
despite these challenges.

In July 2010, the department unveiled
its Community Online Reporting Pro-
gram (CORP), which lets citizens report
some types of crime via the Internet.
Citizens can quickly report crimes
online, rather than waiting for an officer
to take a report in person. That frees up
officers to focus on higher-priority cases.

CORP also saves money. “In 2011,
6,386 approved reports came in online.
That represents $319,000 in savings to
the city, compared to having officers go
out in the field and take those reports,”
says Steve White, sergeant with the
Seattle Police Department.

A citizen-generated report goes
directly into the department’s records
management system. There it's reviewed
by police personnel and treated the same
way it would be if submitted by an offi-
cer. If more information is needed, police

CDWG.com/stateandlocal

contact the person who filed the
report. The person also receives a
digital copy of the final report, which
he or she can print and show to his or
her insurance company.

Crimes that can be reported with
CORP are typically low-level crimes
where no one is in danger and the
suspect has already left the scene.
Examples include property destruction,
property theft under $500, identity
theft, theft of auto accessories and
suspected narcotics activity.

“This gives citizens more options, and
we can better serve them, so everybody
winds up benefitting,” says White.
Citizens can choose to wait for an officer
regardless of the nature of the crime, or
they can save themselves valuable time
by reporting it online.

“People have been more than happy
with it and they consistently say that they
will use the system again,” White reports.
[t's more convenient for citizens, and it
gives the police department more infor-
mation about crime. “We are now getting
aricher dataset for our crime analysis
unit,” White says. “CORP gives us
another window into the community by

removing practical and cultural barriers
to reporting. We now have data points
that we wouldn't have otherwise.”

CORP uses Coplogic citizen reporting
software. Created by an active-duty police
officer collaborating with a senior-level
software architect, the program’s goal is to
help law enforcement agencies make the
best use of available resources.

White says the Seattle Police Depart-
ment has been very impressed with
the results it has had with CORP, which
has demonstrated an impressive return
on investment. “We set up our original
contract for three years, and we recov-
ered the cost of the three years’ worth
of service in about two months,” says
White. “If there ever was a no-brainer
when it comes to return on investment
and providing enhanced service for
citizens, this is it.”

In the near future, Seattle PD will
add online reporting options for non-
English speakers. In total, five language
options will be available. Community
members can also add photos to online
reports, which White sees as offering
great potential for the Seattle graffiti
abatement program.



Information Center, a vital tool of U.S. law enforcement agencies at all levels. Reflecting the importance
of safeguarding access to this vital information, the FBI has added advanced authentication requirements
that every agency with access to their database must meet by September 30, 2013.

this a step further. To achieve compliance and ensure continued access to critical FBI data, agencies must
also use two-factor authentication. Approved options include finger biometrics, smart cards and tokens.

The FBI Criminal Justice Information Services (CJIS) Division oversees access to the National Crime

Earlier requirements mandated unique IDs and strong passwords, but advanced authentication takes

Best practices for CJIS advanced authentication compliance:

1.

2,

Select a vendor with experience in all authentication methods. The best choice will depend largely on specific agency needs.
Carefully consider workflow impacts. Evaluate potential disruptions to workflow and productivity. Officers can benefit from
solutions requiring authentication only once per shift.

Evaluate physical vs. virtual options. Preferences will depend upon agency culture, including plans for virtual desktop environments.
Avoid LDAP directory modifications if possible. Changes such as Schema extensions can cause significant delays by further
disrupting an agency's IT infrastructure.

Keep FIPS 140-2 Data Encryption Standards in mind. Compliance with this standard from end to end is mandated for criminal
justice information as well as biometric systems.

Think about a single platform solution that supports self-service password reset. Sharp increases in password reset requests
can potentially overwhelm IT support staff.

Consider a single platform solution with support for single sign-on. Agencies whose staff can sign on once to all needed
applications simplify application profiling.

SHORING UP
YOUR IT INFRASTRUCTURE

A key component of any discussion around incorporating the latest high-tech tools into a law enforcement environment

is the backbone. Does your agency have the necessary wired and wireless networks in place to support higher-bandwidth
activities? Do you need to upgrade your servers to add more storage capacity? Are your information and computing
resources secure and protected?

started is easy. Your account manager will engage a technology specialist who will work with you to assess your agency's
infrastructure needs and identify any risks or potential problems. Your CDW=*G team will then recommend, design and build

CDW:?+G can help you answer these questions, and plan and design solutions that are customized to your needs. Getting

SHUT LERSTO GK .C OMIAV ERSH

a solution tailored to your needs and within your budget.

CDWG.com/stateandlocal | 15



. a§

g i

YOUR DATA
COMMUNICATION
IS CAUSE |

NENETA A A t’ | ‘-*_

FOR ALARM

The budget is tight and the need is critical. Scary. But we've helped public safety organizations large
and small make it work, and we can help you from needs assessment to implementation. And by
partnering with industry leaders, we can help make sure your first responders have the technology
they need when they needit.

See how we do it at the21stcenturycommunity.com
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